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Answer: B

Explanation:
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-
overlapping-ip- ranges/ Private link is the best option because Transit Gateway doesn ' t
support overlapping CIDR ranges.
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Answer: AD F

Explanation:

Short Explanation: To meet the requirements, the DevOps engineer should update the SAML
assertion to pass the user's team name, update the IAM role's trust policy to add an access-
team session tag that has the team name, create an |AM permissions boundary in each
account, and for each CodeCommit repository, add an access-team tag that has the value
set to the name of the associated team.

Updating the SAML assertion to pass the user's team name allows the DevOps engineer to
use |IAM tags to identify which team a user belongs to. This can help enforce fine-grained
access control based on the user's team membership1.

Updating the IAM role's trust policy to add an access-team session tag that has the team
name allows the DevOps engineer to use IAM condition keys to restrict access based on the
session tag value2. For example, the DevOps engineer can use the aws:PrincipalTag
condition key to match the access-team tag of the user with the access-team tag of the
repository3.

Creating an IAM permissions boundary in each account allows the DevOps engineer to set
the maximum permissions that an identity-based policy can grant to an IAM entity. An entity's
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permissions boundary allows it to perform only the actions that are allowed by both its
identity-based policies and its permissions boundaries4. For example, the DevOps engineer
can use a permissions boundary policy to limit the actions that a user can perform on
CodeCommit repositories based on their access-team tag5.

For each CodeCommit repository, adding an access-team tag that has the value set to the
name of the associated team allows the DevOps engineer to use resource tags to identify
which team manages a repository. This can help enforce fine-grained access control based
on the resource tag value6.

The other options are incorrect because:

Creating an approval rule template for each team in the Organizations management account
is not a valid option, as approval rule templates are not supported by AWS Organizations.
Approval rule templates are specific to CodeCommit and can only be associated with one or
more repositories in the same AWS Region where they are created?.

Creating an approval rule template for each account is not a valid option, as approval rule
templates are not designed to restrict access to modify branches. Approval rule templates
are designed to require approvals from specified users or groups before merging pull
requests8.

Attaching an SCP to the accounts is not a valid option, as SCPs are not designed to restrict
access based on tags. SCPs are designed to restrict access based on service actions and
resources across all users and roles in an organization's account9.

QUESTION NO: 3
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Answer: B

Explanation:

The best solution to implement failover for the application is to use CloudFront origin groups.
Origin groups allow CloudFront to automatically switch to a secondary origin when the
primary origin is unavailable or returns specific HTTP status codes that indicate a failure1.
This way, CloudFront can serve the requests from the secondary ALB in the secondary
Region without any delay or redirection. To set up origin groups, the DevOps engineer needs
to create a new origin on the distribution for the secondary ALB, create a new origin group
with the original ALB as the primary origin and the secondary ALB as the secondary origin,
and configure the origin group to fail over for HTTP 5xx status codes. Then, the DevOps
engineer needs to update the default behavior to use the origin group instead of the single
origin2.

The other options are not as effective or efficient as the solution in option B. Option A is not
suitable because creating a second CloudFront distribution will increase the complexity and
cost of the application. Moreover, using Route 53 alias records with a failover policy will
introduce some delay in detecting and switching to the secondary CloudFront distribution,
which may not meet the zero-second RTO requirement. Option C is not feasible because
CloudFront does not support using Route 53 alias records as origins3. Option D is not
advisable because using a CloudFront function to redirect the requests to the secondary ALB
will add an extra round-trip and latency to the failover process, which may also not meet the
zero-second RTO requirement.

1: Optimizing high availability with CloudFront origin failover - Amazon CloudFront

2: Creating an origin group - Amazon CloudFront

3: Values That You Specify When You Create or Update a Web Distribution - Amazon
CloudFront
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Answer: B

Reference: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/crpg-ref-
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Answer: B
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Answer: A,D.E

QUESTION NO: 7
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Answer: D

* ECR pull-through cache caches images from upstream repositories for resilience.

* Private repo with basic scanning ensures vulnerability detection on pushed images.
* Enabling pull-through caching on a private repo combines caching and vulnerability
scanning seamlessly.

* Public repos do not support pull-through caching of upstream images.

* Replication rules are for multi-Region replication, not upstream caching.
References:

Amazon ECR Pull Through Cache

Amazon ECR Image Scanning
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Answer: A

Explanation:

The correct answer is A.

Option A is correct because it meets the requirements with the most operational efficiency.
Updating the ecommerce application to emit a JSON object to a CloudWatch log group for
each processed transaction is a simple and cost-effective way to collect the data needed for
the dashboard. Using CloudWatch Logs Insights to query the log group and to visualize the
results in a pie chart format is also a convenient and integrated solution that leverages the
existing CloudWatch dashboards. Attaching the results to the desired CloudWatch dashboard
is straightforward and does not require any additional steps or services.

Option B is incorrect because it introduces unnecessary complexity and cost. Updating the
ecommerce application to emit a JSON object to an Amazon S3 bucket for each processed
transaction is a valid way to store the data, but it requires creating and managing an S3
bucket and its permissions. Using Amazon Athena to query the S3 bucket and to visualize
the results in a pie chart format is also a valid way to analyze the data, but it incurs charges
based on the amount of data scanned by each query. Exporting the results from Athena and
attaching them to the desired CloudWatch dashboard is also an extra step that adds more
overhead and latency.

Option C is incorrect because it uses AWS X-Ray for an inappropriate purpose. Updating the
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ecommerce application to use AWS X-Ray for instrumentation is a good practice for
monitoring and tracing distributed applications, but it is not designed for aggregating product
transaction details. Creating a new X-Ray subsegment and adding an annotation for each
processed transaction is possible, but it would clutter the X- Ray service map and make it
harder to debug performance issues. Using X-Ray traces to query the data and to visualize
the results in a pie chart format is also possible, but it would require custom code and logic
that are not supported by X-Ray natively. Attaching the results to the desired CloudWatch
dashboard is also not supported by X-Ray directly, and would require additional steps or
services.

Option D is incorrect because it introduces unnecessary complexity and cost. Updating the
ecommerce application to emit a JSON object to a CloudWatch log group for each processed
transaction is a simple and cost-effective way to collect the data needed for the dashboard,
as in option A. However, creating an AWS Lambda function to aggregate and write the
results to Amazon DynamoDB is redundant, as CloudWatch Logs Insights can already
perform aggregation queries on log data. Creating a Lambda subscription filter for the log file
is also redundant, as CloudWatch Logs Insights can already access log data directly.
Attaching the results to the desired CloudWatch dashboard would also require additional
steps or services, as DynamoDB does not support native integration with CloudWatch
dashboards.

References:

CloudWatch Logs Insights

Amazon Athena

AWS X-Ray

AWS Lambda

Amazon DynamoDB
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--rollback true ZEML £,

C. CodeBuild AY > RZEHLTCTANZRTL, F7O4 L, --require-approval
any-change 7 27 ZEBML %7,

D. template.hasResourceProperties 7H—> 3>z AL T, AWSCDK 7H—> 3>
ED1-I)LTTANZERLET,

E.cdk diff Z6EAL., VY —AOEENREENIZBEEARTZTANEERLET,
Answer: A D

* Running unit tests in the build phase and aborting on failure (OnFailure=ABORT) prevents
deployment if tests fail.

* AWS CDK assertions module provides programmatic unit tests against synthesized
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templates (Option D).

* The --rollback flag relates to CloudFormation stack rollback, not test gating.

* The --require-approval flag controls manual approvals, not test outcomes.

* cdk diff checks for changes but is not a unit test and may not catch logical errors.
References:

Testing AWS CDK Applications

CodeBuild Buildspec OnFailure

QUESTION NO: 10

DevOpsI > 2 _TF &, AWS Fargate £ ®Amazon Elastic Container Service ( Amazon
ECS) V5 ARARX—TEHRITENDJavarR—ANDT SV T5r—>a> &2 EBLTVET, cOTF S
D=3 ICEEBARAT—UINBREENRTVWER A, DevOpsI 2”7k, Javai
MYV (VM) DALY REA, P7VT5—23a>0RT—D2 03430072493
LtTENEEBETHRIEHMUELE, COTTVIT—>32F, R—KN8080TEENT 7
1V O'MEBL, R—BNMMATIVMXRND VAZRHLTVWET, &RE, 77U5r—>3>
OFANBIML TVWET, DevOpsI VP Tk, COTF 75— a>0E8ART—1) Y
JEBETIHLENHYNET, chsSOEH#Z, ERFA—/N—AY RFREDLBZVY) 11—
AVTHEBBDTLESA?

A. Amazon CloudWatch

I—2Io N2V TFHHA RA—ELTFFOM4LET, CloudWatch
IT—IORERELT, R—N 99404 A5 IVMXKNUORAERMBLET, JVM

ALY REX KD AIZ CloudWatch

To—LBERL, P7VT5—23> &R —)ILLUET, Fargate
WCATYTART—U>JR)—=ZEML, CloudWatch

T —ALAICEDVWTAT—INTYTERCAT—INE T LET,

B. Amazon CloudWatch

I—2Izoh2d07FHA4 RA—ELTFFOC4LET, CloudWatch T— T MO
CloudWatch O Z )L—7IC. JVM

ALY RBXRNDVIDADXRNDOAT 1 INR—ZFRELET, Fargate

ICR—TY NEHFRUS—ZEMLET, XRUIRATANE—HS5, RAT=ILEZ—5Y K~
ELTARNVIOARAZEBRLE T,

C. Amazon Managed Service for Prometheus 77— AXR—AZER L £, AWS Distro for
OpenTelemetry Z 1T FH 4 RA—ELTF7O4L., R—K 9404 A5 JVM

X N1 2 A% Prometheus

V=D AR—ALLRALET, T—TAR—ADI—I)LZHREL. JVM

ALY RBEXNVORZFERLTT U5 —>3>&2A5—1)>J L%ET, Fargate
CATYTARAT—=D2TR)—ZEBMLET, AT=NTYTERT=ILAIVIERT
% Prometheus JL—I)LZZIRL £,

D. Amazon Managed Service for Prometheus 7 —2 AR—RXZ{EK L £ T, AWS Distro for
OpenTelemetry Z 1T FH 4 RA—&LTF7O4L., R—K 9404 A5 JVM
XRNDOZAZEWBL, R—b 9404 »* 5 Prometheus 7—9 AR—AIZABEL £9, Fargate
ICZ—=4'"Y NEBFRD—ZEMLET, AT—I)LZ—%"Y N& L T Prometheus

XNV OAZBRLET,

Answer: A
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QUESTION NO: 11

»HB1#(E. AWS Organizations DR Z R L TZH O AWS

THOURZEBLTVE T, cOBEBTRERINTOREN BN TVET, THUY
RADOEREDT 7O ICIE AWS CloudFormation StackSets Z AL TWE 9., Amazon S3
NTYROEZZRDI>TICIE AWS Config ZBEAL TVWE T, S3

NTY RAOIXRTOATZ T MOT Y 7O— RIZ AWS Key Management Service (AWS
KMS)

BSEFEAENTVR L ZHRITAIMLEN HBVET, ChsOE#Z/ LIV I—
AFENTLEOIN?

A. s3-bucket-server-side-encryption-enabled JL— )L Z & ¥ AWS Config

BENY VZERLET.,. BENYIZTHONIF7O4LET, Amazon Simple
Notification Service (Amazon SNS) REY VZX—7' Y NETBI—IZEBELE T,

B. s3:createBucket 7 7232 M deny AT— K X2 &, s3:x-amz-server-side-encryption
# aws:kms TRHRBEVWEWVWSFBAT—MX N Z2ET SCP ZERLET, D SCP
ZHEBOIL—NITRYFLET,

C. AWS CloudFormation A&X Y Vv N &4EK L. AWS CloudTrail ZEHF 2 EEA L THB D
S3TF—BRARVRNEFYTFYTEDLSICLET, COARRYIEY NT, AWSKMS
etz AL &\ S3 PutObject £ X MMZ—2 3 % Amazon EventBridge
IL—I)LZ#EKL E£T. Amazon Simple Notification Service (Amazon SNS)
NEYDZEZ—TYRNETRDIL—ILERELET,

D. s3:putObject 7 7> 32 DIEBAT— M X M &, s3:x-amz-server-side-encryption A
aws:kms TRRABWVWEWVWSZHZEL SCP ZERLET, <D SCP
ZHRBOIL—KNITRYFLETD,

Answer: D

QUESTION NO: 12

HDILEG, FHRECHREBEEZEBLEVEEZEZITVES, 77U5—>3a > 0BEe T
7’04 IZI&AWS CodeBuild& AWS

CodeDeployZ AL TVWET, £k, EXA V7O —ERAZMMBOCI/ICODNA T 54 TF
70433 1=HICAWS

CodePipelineZ AL TWE T, FlegEn ) ) —ABROFEFEE, 77014 KKREBDOE
HEEOFEEICOWVWT, KA ATRMENIVETT, COTGRMLEE, BIROREEXT
KETEDVY)1—232R@FENTLESNL?

A BNAT T4 ORIIETERBETICETS1EHZ ST Amazon CloudWatch
DARLXRND O A%EERT S AWS Lambda BBE 27O S LLET, 59 &I
Lambda B8%z MU' i 9§ Amazon EventBridge

IL=IZERLET, chSOXKNJIORAZFERAL T, CloudWatch

Ay 1R—REBELET,

B. 8NA 754 ORIEITELRMETICE TS 1EEHZ ST Amazon CloudWatch
HDAZLXRNY A ZERT S AWS Lambda B8 Z2 7’055 LLE T, Amazon
EventBridge JL—)LZ{ERL L. FBRIIEITE RBEEITO ZVZ Lambda

EHZERBLET, chSsSOXRNJUIRAEFEHL T, CloudWatch

AV 1R—REBELET,

C. I U =RITE RBL 21T ICB T 5188, Z Amazon DynamoDB IC & Z AT AWS
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Lambda B8%& 7’09 5 AL EF, Amazon EventBridge

=L ZERL, BRILAERFTERKL LRTORVIC Lambda

EHZRLEL FI, DynamoDB H 5 NEH%E XK~ T S Amazon QuickSight

AV 1R—REBELET,

D. BRI L I=RITERBL 1E1TICBT 515, Z Amazon DynamoDB ICEZ AT AWS
Lambda %27 075 LLET, 55 &IC Lambda Bz MU' 3 Amazon
EventBridge JL—I)L Z#ER L £9, DynamoDB A5 D 15#k % &~ 9 % Amazon QuickSight
AV 1R—REBELET,

Answer: B

QUESTION NO: 13

12 (& AWS Organizations ZfEA L THMAZ & IZ@BID AWS
THOVREZERLTVWET, CORERRXDEZAVEZEBILTIMLENHYET,
*Linux AMI Z3 L WNY FTEBHNICEFHL, -7 A X—2Z4ERLET
*A=ILF AX=2DOChef T— I NIHLWN—23 &4 AN—ILTEET,
*FLERE NI AMI ZEFOTHO NCRHELET

BPMROBEEF—N—AY RTIHSOERZ®/-ITVI1—232R@FENTITH?
A.ETOT—=ILT> 4 X—2 A 5 Amazon EC2

AVARAERBTDAV T NE2ERLET, NYTFEHZEHALET,
MLOWN—23a> 0 Chef T—2 T REAARN=IL, HILLWIO=ILFTY
AX=IZERL, HILLAX=D0HERETDLSIC AMI
TOEAHAAZEELXT, HHOTHT ~NOEE,

B. Amazon EC2 Image Builder Zf£A L T, X—X Linux AMI & Chef

T2 RNEAVARM—ILNTBIVR—FNTEREND A A=

NAT 54> %ERL FF, AWS Resource Access Manager ZfEH L T, EC2 Image
Builder 1 X— ZEFOTFT HIO U RERBLET,

C. AWS Systems Manager Automation Runbook ZfEFA L T, BINA X—2ZFEAL T
Linux AMI ZE#HLET, Chef I— IV NZEFHITDAVUT MO URL ZHELET,
AWS Organizations ZERAL T, FBAOTHO Y NROLFEIOT—ILFT>
AX—DZEERAET,

D. Amazon EC2 Image Builder Zf/H L T, X—2A Linux AMI & Chef
I—2I2hEA2VARN=I)TBAVR—FRNTEBEEND A XD

NAT A4 %EKL ETT, AWS Systems Manager /NT X —24
ARTIENZGA—Z2ZERKL T, RO AMIID TSRTESHHL L AMIID

ZRFLEY, HFHAOTHOU N

Answer: B

Explanation:

Amazon EC2 Image Builder is a service that automates the creation, management, and
deployment of customized, secure, and up-to-date server images that are pre-installed with
software and configuration settings tailored to meet specific IT standards. EC2 Image Builder
simplifies the creation and maintenance of golden images, and makes it easy to generate
images for multiple platforms, such as Amazon EC2 and on- premises. EC2 Image Builder
also integrates with AWS Resource Access Manager, which allows you to share your images
across accounts within your organization or with external AWS accounts. This solution meets
the requirements of automating the tasks of updating the Linux AMIs, installing the Chef
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agent, and providing the images to the department's accounts with the least management
overhead. References:

Amazon EC2 Image Builder

Sharing EC2 Image Builder images

QUESTION NO: 14

EFAHELMEFETFE Amazon S3

ICRFELTVET, AHEEFANOT IV LAERORAODEMZHERERLEL N, £E0E
TANFREARDIBDIOIPEDAVERA, 2HBEEFF 7740 —BNETIER
NE—2ZRBETIVLENfHBYVET, CONZ—2ICR. BEOBIZHRED 7 7AIIZT D
TATRI—HY—Hs, BERELZI—HY—0BNESENET, DevOps

I ZFIF. Amazon EC2 TERITEND KRELEHH Web A REBEBLTVWET,
Web H 4 ~i&. Amazon Kinesis Data Streams Z £/ L T Web togs
ZRNEBSIVPMELET, DevOpsIP T IF Kinesis 121 —<
T7Ur—>a>%z88LEY,
TEFESTNERPIROFITCINSOERERETENTEDTLLESN?
A.S3H—N—OF 0ROV EEBMCLET, 71X O % Amazon Aurora
F—=ER—=AIILAVR—=KNLET, AuroraSQL VT UEFERALTT7I7tA
NE—=2aHLET,

B.S3 H—N—0OF7 0t AOVZBMIZLET, Amazon Athena ZEAL T, OY
T77ANEECABT—7T N EERL EF, Athena ZEMA L T SQL

DIVZERL, TOERANR—2ZHHLET,

CSIHATIZTONTUER ARV NZEIZ AWS Lambda

BEHZEZNCHLET, I——BEDTFALT IV EAFEREEERAT LS I(C Lambda
BEHERELET, S3/NTY NET 74 )LF—% Amazon Aurora
TF—RAR—AICEBMUET, AuroraSQL VTV EFERALTT7 V7R

NER—2 2 LET,

D.¥XTNSIATTIVUN 7’7t7\ 4/\'> N @ Amazon CloudWatch Logs 04/
XvtE—J%R&ULET, 1—H—,

NTYR, 774NF—BEDTT 4)L 2t AE#H;%Z Amazon Kinesis Data Analytics for
SQL7 74— avIl&&ZIAT & SI(C CloudWatch Logs

AJARN—LZRELET. ATFATAT T4 RIODHZERITLET,

Answer: B

Explanation:

Activating S3 server access logging and using Amazon Athena to create an external table
with the log files is the easiest and most cost-effective way to analyze access patterns. This
option requires minimal setup and allows for quick analysis of the access patterns with SQL
queries. Additionally, Amazon Athena scales automatically to match the query load, so there
is no need for additional infrastructure provisioning or management.

QUESTION NO: 15

Tk, Auto Scaling 7' )L—7"W® Amazon EC2
AVARVALTRETFTENDTIVT—23 2 BRALTVET, CcOT77UTr—>3aiE
. Amazon Simple Queue Service (Amazon SQS)
FI1-—DSOREOAYE—DZREBLET,
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DevOpsI V27, P77V —>2a > NFSQSF1—HA5N0—EOXY —220EBTS
DICHFBADL >TVBREICKRFEEL L. XY E—J0IBEFOAUtO

ScalingZ L —7" OFHCPUBERRIE, R—TYRNRNSYFITRAT—UITRIZ—DOL
EVEZEBAFELBATLE, SQSF1—20BITHTSVTr—> 3. Amazon
CloudWatch Logsic QY & &1TL &£ 7,

DevOps IV Z7F, F1—HNFARICVEBENDISICITBIHEN HYVET,
RELBVERAA—N—AY RTINSOEHZB/LEITVYI1I—2320@ENTITH?

A. AWS Lambda B8 ZER L £9. SQS F1—FEMH
approximateNumberOfMessagesVisible & Auto Scaling 7' )L— 7" & % Grouplin-
Servicelnstances

ZHEALTHARLXRNDDRZRITL, FAVAZVAOF1—Av =22 NT )y
195KDIC Lambda B#ZEREL £9. Amazon EventBridge

N=ILZ2A7>1—)LL, Lambda B8# %z 1

RECEICEITLET, DAZLAXNIVIRAZEALTAT—IILAVERTAT—ILTI N
9% Auto Scaling FIL—7DR—7Y NBBRAT—) TRV —ZERLET,

B. AWS Lambda BE#Z#EK L £F, SQS F1—EMH
approximateNumberOfMessagesVisible & Auto Scaling 7' )L —7" &% Groupln-
Servicelnstances ZFEAL THARLX KNIV AZHKITTS XS Lambda

BEMEREL, BAIVAZVAOF1—AVvE—2%#ABALET, Lambda
EHza—4vy LT, 77UT—>3>0O7HA® CloudWatch

BTRAOVT2a> T ANE—2ERLET. DAZLXNV I RAZFEALTARAT—IA>
BRVCAT—IT 7 MT % Auto Scaling

TN—=TOR—=7Y NEBHAT—UV TR —EERLET,

C. Auto Scaling

ITIN—=TOR—=45Y NEFARAT—V TR —2ZERLET, X3—7'Y NEHFR)D—T
l&. SQS F 1 —J& 4 approximateNumberOfMessagesVisible & Auto Scaling 7 IL—7" B4
Groupln-Servicelnstances

EEALT, XM Y IRHEBELERWA VAR AR ELFI—AOXY E—D B Z5tEL
FJ. AtBEENEEBMHZEALTAT =LA VB LRTARAT—ILT IO RNEZTVET,

D. SQSF 1 —® approximateNumberOfMessagesVisible J& 14 & CloudWatch

LogsAJ I —7\C528 9 5AWS LambdaBd$kZERK L £, Amazon
EventBridge)l—ILZ A< 1—)L L, Lambda@@# %50 £IZER1TLE T, CloudWatch
LogsIN—7HSs0OOQTARNBZENDVRNTEIXNITIAT1IILR—ZERLET., 7
AEZLARNVOARAZFERLUTAT—NAVIAT—ILTIRTS, Auto

ScalingZ =702 —4'y NEBBFAT—UITR)—RERLET,

Answer: C

Explanation:

The default CPU utilization metric does not reflect the processing backlog in the SQS queue,
so the Auto Scaling group is not scaling properly to handle the workload.

To scale the Auto Scaling group based on queue length, you can create a target tracking
scaling policy that uses a custom metric that combines the SQS queue 's
ApproximateNumberOfMessagesVisible and the number of instances (Groupln-
Servicelnstances) metric using CloudWatch metric math. This allows the scaling policy to
calculate the average number of messages per instance and scale accordingly.

This approach requires no additional Lambda functions or log processing, thus minimizing
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operational overhead.

Option A and B require Lambda functions to publish custom metrics, which increases
operational complexity.

Option D also adds complexity with logging and metric filters.

Reference:

Scaling based on SQS queue length using metric math: " You can create CloudWatch metric
math expressions combining SQS and Auto Scaling group metrics to enable target tracking
scaling policies that respond to queue backlog. " (AWS Auto Scaling with SQS) Target
Tracking Scaling Policies: " Target tracking policies can use metric math expressions as a
source to make scaling decisions. " (AWS Auto Scaling Target Tracking)

QUESTION NO: 16

DevOpsI> P Z7 k. AWSTHD Y NICICDNA T SA BRETDIHEN HVET,
ONA 7°5'f/ta" AWS Systems
Manager/N\ZX—RARTNFX—RIZRFEENTVIEBEHOFVTF— IR —AFRILER
EERATRIMBEN HVET, NDAXA—ZFARTNZX—=2E, BIORRTHO NMIRFE
NTWET, DevOpsI VP Tk, CONTX—R%ZHERL, CIICDTPHI > NIHKET
PRENHYNEXT,

CNSNEH/ZRBEIFIEOBAEDLEBEFENTITA? (B 2BIRLTLIEZTV),

A. T—T?‘JI/\‘)L(D/Y?X ’5( ANT

NIA—2ZFERALT, TF—EXR—AFAFEREFRO AWS THOY MIRELET,
B.

CICONA TS A2 ZKRARNTBAWST AU NZIAMO—)LZERLET. NFX—2D
TE£ZARNZ, IAMO—/LIZBEER TS5 hlzIAMAKR D 9—&:1&73[1 LET.
CEBEBODNTA—R AT NTAXA—R2FERAL T, F—EIXR—AFRABHREZFRD AWS
THIOURNIRELET,

D. AWS KMS EEF—ZFERAL TNTFX—2ZB5{tLET, CI/CD
NATZA2VEKRARNTD AWS PHIV KNI, KMS F—DESHERZNELET,
ENSA—RZREFITBICIE, DAXIY—BEEDOAWS

KMSF*—Z@ERALET, CICDNA T TA 2 ZKRANTBDAWST AUV NI, HARI—
BXf—0ESHEREZNELET,

F. FMD AWS 7 HJ > ~Z AWS Resource Access Manager (AWS RAM)

DY —AHBZERKLET, CI/ICD

NAT A VERARNTDTHIVRENTX—RZ2HELET,

Answer: AEF

Explanation:

HiHt

The requirement is to securely consume cross-account sensitive parameters from AWS
Systems Manager Parameter Store in a CI/CD pipeline. AWS imposes specific constraints
and features for cross-account parameter access, and the correct solution must align with
those constraints.

First, cross-account sharing of Parameter Store parameters is supported only for Advanced
tier parameters.

Standard tier parameters cannot be shared across accounts. Therefore, Option A is required,
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and Option C is invalid.

Second, cross-account access to Parameter Store parameters is implemented using AWS
Resource Access Manager (AWS RAM). RAM allows the central account to explicitly share
the parameter resource with the ClI

/CD account. Without RAM, the parameter is not visible or accessible across accounts. This
makes Option F mandatory.

Third, because the parameter stores sensitive credentials, encryption must be handled
securely. When sharing encrypted parameters across accounts, AWS requires the use of a
customer managed AWS KMS key, not an AWS managed key. The key policy must explicitly
grant "'kms:Decrypt’ permission to the consuming account. AWS managed keys cannot be
shared across accounts, which makes Option D invalid and Option E correct.

Although the CI/CD pipeline's IAM role must ultimately have permission to read the
parameter, that permission is implicit in the consuming account once the parameter is shared
and the KMS key policy allows decryption. The critical cross-account enablers are Advanced
tier, RAM sharing, and a customer managed KMS key.

Therefore, the correct combination is A, E, and F.

QUESTION NO: 17

»HD1%E. AWS CodePipeline

ODINAT A2 2ERALTT7Vr—>3>277040TVWET, 77U T5r—>3a>om
EEMETANTSEHIC, AWS Fault Injection Service (AWS FIS)
NDRBTTL—NZEERLEL =, DevOps

ISZTFR, COERRENATZAVICRETIRENHYET,

EQVDI1—2a FZOEBEREFBLEITLLOIN?

A.AWSFIST7O>a> aEE8ENAT7TA40OFHLWAT—U R ELET, AWSFIS
RERTUVTL—NESBRIDELSILTIAVERELET, EREFRIZDEHOT VL
AERENATZAICRELET,

B. Amazon EventBridge A7 1—Z & ERLET. AT 1—FIC AWSFIS
EREHBRITDERZNAFELET, N1 7 Z 4212, EventBridge
AT21—Z2FUOHTT IO aVEECHLVWAT—JZRELET,

C.AWSFIS EE&%ZFHR T 5 = D AWS Lambda BIZERK L £9, Lambda
BEHICRRZFERITIERZNFELET. /N1 7 F 14 2IC Lambda
TO2aveEELHLWAT—IZERLET, Lambda
EHZzEROHT T O IEBRELET,

D.AWSFIS 87> 7L —Kh%&Z AmazonS3NT Y NIV AR—BNLET, AWSFIS
EREMBIDEI RARY U %ZET AWS CodeBuild

AZYRTFAMNTOP IO N ZERLET. RERZFERITDEOOT IV RAERE
CodeBuild 77O TV MZFELET, /N4 7 F 4 IZ. CodeBuild
IZYRTFANTOPIORNERITTRTIVIAVEELHLVWAT—DZR/ELET,
Answer: C

QUESTION NO: 18

IT

F—AlF, gFRAOMEOI—YHY—ATFTF)5—>3 2R ED) DBEICTF7V7O/BITKRTT
& % &5 IZ AWS CloudFormation
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TOTL—RNZ2BELELE, COTVTL—NE, P7VT5—2320242ARN—=ITS
EHOI1—Y—F—&R AU )7 N%EEL Amazon EC2

AVARVARE, PTIVT—=2 3 FRTPICEN Web R—D 2RI BDLHICFEARATS
Amazon S3 /N7 Y N EERLET,

CloudFormation

AZY INHBREND EER, TXTOUY—AZHIRITDVENF HYVET, EEL, F—
L&, CloudFormation

HAZY VDEIBRFIZIZ—EHEL., AZY VIR >THERE 1 S3

NTY RHFBIBRENTVEBEWCEZEELEL

IRTOUY AN T —B<HIRENDESIC, F—ARREMEBNBEHFETIS—%H#
RIBDICEFESISTNEIVWTL &S H?

A. DelelionPolicy BM%Z S3/NTY N DY —AICEMULE T, TDEIE Delete

T, AZY UOHIBREIZ/NT Y N EEINICHIBRENET,

B.S3 /N7 Y hZIEET S dependsOn B Z3F D AWS Lambda Bk & 1AM
A—)LZETHARL VY—AZEMLET, RequestType A" Delete

DBEICNTY MASIRNTOAFTZ T U N2HIBRT S Lambda BB ZERL £,
C.HIRENBA 2 LUV —RZHBELET, S3
NTYRNEFHTEICLTHSHIRLET,

D.EC2HKLV'SINTY N VY—RAZE—D AWS OpsWorks AZ Y ¥

DY —AICBEEB|AET, EC2A VAR AL S3

NTY RZERBLVHIBRTDARY IVDHARLLIEZERELET,

Answer: B

Explanation:
https://aws.amazon.com/premiumsupport/knowledge-center/cloudformation-s3-custom-
resources/

QUESTION NO: 19

HBDEEAN. Amazon EC2 /— RJ )L —7 %A L T Amazon Elastic Kubernetes Service
(Amazon EKS) VS AZ—% 7704 LEL =, B+ 0 DevOps F—Ald Kubernetes
Horizontal Pod Autoscaler ZfEAL T&H Y, JiE, HR—MWRDO EKS VT AR —
Autoscaler 21 > AM—J)LLUEL I,

DevOps F—Ald., EKS

DSAZ—OXARNI)OAEOTRREL, NTA—XVADR—ASA 2V RBEILTDIEHD
Y)1—232aREITEIMVENHYET, DevOps

F—Alk, FEOXNVOAOPNHLEWVMELEY NEERL. 97FAZX—OFERRRICHEU
TLEWMEZEHLET, IHILEVELY NEBALHE., £E EKS
DSABZ—DOF—RNAT—F—HFEEICHEEL TOWEVWESWEE., DevOps F— AN Amazon
Simple Notification Service (Amazon SNS) A5 D X— )L BHZZETIHLENf HYET,
cOVY)1—=23a>TR, V9AZ—, /=R, RYRDANVIAZRETIHLENHV)
£9, £/, Amazon CloudWatch TOJZF ¥ 7 F Y TDHEHNHV FT,
CchsDEHZF LT EHIC, DevOps
F—ALAREDLSBHEAEDLEOFIEZRITITIHXEN HYERITH? @3

DBIRLTLKEE L, )

A. CloudWatchI—= T > k &Fluent

BtZ VZAZ—ICF7O/4LET, EKSUTAZ—IZ, XKMUDURAEOY ZCloudWatchlZ
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EEITREOOBENSHERI D& 2HABLET,

B. AWS Distro for OpenTelemetry 2V S AX—IC7F7 04 LET, EKS
VZAR—IZXKNU O AEOY % CloudWatch

CEEITREODOEYBERNI D Z2BBLET,

C.OTAZ—DCPU, XE, /—REFOXKNI)IAZERTS 2O CloudWatch
To—LZERLET,

L& WMEZEZ -HEIC DevOps F—AIC SNS
EFA—NBHEEETDIERSICTS—LERELET,

D.
DZAR—MCPU, XTVU, /J—RAKNDIAOARNIVODAOQT 71\ 2—%2ERTH 1o
NOCloudWatchEET T —LZERLET, EENREEhD &, DevOpsF—ALICSNS X —
ILNBHNZEEETEIERIICTS—LZRELET,

E. CloudWatch 75 —A%Z4ERK L. Autoscaler

TF7O4 X MOOJTIZ—2ER/LET, LEWMEZBALIFZEIC SNS X—LEAZ
DevOps F—AIWLIEETARSICT T —LEZRELET,

F. Autoscaler 7O4 X ROXRNDOZA AT 74V R—DIT—2ERTR-HD
CloudWatch 75— ALAZERLEFT, LEWEZE X I2HFS(IC DevOps F—AIZ SNS

X= ) BHZEFEITDLOIITI—LAZRELET,

Answer: ACF

Explanation:

Deploy CloudWatch Agent + Fluent Bit (supported by Amazon EKS integration) to forward
metrics and logs.

Create CloudWatch Alarms for CPU/memory/node metrics and metric log filters for
Autoscaler logs, triggering SNS notifications when anomalies occur. This pattern matches
AWS guidance on "Monitoring EKS clusters with CloudWatch Container Insights and alarms.

QUESTION NO: 20

HBRELHEE. AWS Organizations DN T 50
ZHRABDTHIRNEBEELTVEY, Eitlk. OY % Amazon CloudWatch Logs
WCIEETEELSICT 7 r—2a>z @8R LEL I,

DevOps T 7. EfM KO )T«
AOFRNIRRTRIEHICOTZRARICKRRTEDLSIC, OV ZENTHIHLEN HY)
£9, DevOps T Tk, EFERAICHFLWVWAWS PHO M EERLEL .
ERTHIRISTTIT—232 O ZRERTEDRSIZTSICIE. DevOps
IVYZTREDFIEERAEDEBREASWETA? (3 DBRLTLIEEL, )
AATZRUT THORNT, #HBTEHT SO IC CloudWatch A5 AWS
CloudFormation 7> 7L —h&ZX D O—RLET, HBOEBTHIU KT
CloudFormation StackSets Z £/ L T. CloudFormation
TU7L—hzEBEEICTF7O/LET,

B.IAM O—J)L%ZE&9 % AWS CloudFormation

FTUTL—REEHRLET, aws:ResourceAccount ZONT AN EZZV I TFTHI N
ID £& L WE4E. logs-amazonaws.com #* logs:Link
TOIAVERITTERDRSICO-NZRELE T, ABOEBRTHVURNT
CloudFormation StackSets Z{£/A L T. CloudFormation
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To7L—hzEB2EICF7O0/LET,

CEZZVY TADYMIIAMO—)LZ#ERKL £J, aws:PrincipalOrgld

Z°ONT 1 A48 1D £ L WEEIZ, logs.amazonaws.com 7 iam:CreateSink
TOAVERITTEDRRSICTRERERI—ZTEYFLET,

D. HBNDEET AU NT, HBoOT RUS—ZEB/MIILET,

E.EZ-XV>J 7HJ>2 KT CloudWatch Observability Access Manager

EEALTO VO ZERLET, OV ZERT OV NERBTEDLSICLET, B ID
PSABAMT—RERRITDICE, BERTHIUN F—20EBREZBHELET,
FEZRUO 7AHDVRNT, OJOREZEETES IAMO—ILIC
CloudWatchLogsReadOnlyAccess AWS BRI —Z T XY FLET,

Answer:BCF

Explanation:

To aggregate logs from multiple accounts in an organization, the DevOps engineer needs to
create a cross- account subscription1 that allows the monitoring account to receive log events
from the sharing accounts.

To enable cross-account subscription, the DevOps engineer needs to create an IAM role in
each sharing account that grants permission to CloudWatch Logs to link the log groups to the
destination in the monitoring account2. This can be done using a CloudFormation template
and StackSets3 to deploy the role to all accounts in the organization.

The DevOps engineer also needs to create an IAM role in the monitoring account that allows
CloudWatch Logs to create a sink for receiving log events from other accounts4. The role
must have a trust policy that specifies the organization ID as a condition.

Finally, the DevOps engineer needs to attach the CloudWatchLogsReadOnlyAccess policy5
to an IAM role in the monitoring account that can be used to search the logs from the cross-
account subscription.

1: Cross-account log data sharing with subscriptions 2: Create an IAM role for CloudWatch
Logs in each sharing account 3: AWS CloudFormation StackSets 4: Create an IAM role for
CloudWatch Logs in your monitoring account 5: CloudWatchLogsReadOnlyAccess policy

QUESTION NO: 21

& % 1A Amazon Elastic Kubernetes Service (Amazon EKS)
tTRAOO—ERT7UT—23 >z BALTVET, Rk, 1—HY—Hs5, BILEX
BREOE—VRICTHIY MIEREANOT VLA KBREENRETDIEVSHRENH
WEL I,

DevOpsI > Z— 7 I&Amazon

CloudWatch® X kU REOT Z AL THEO NS TN 1—FT 12T #TVEL L,
AJICEEKS/—ROCPUEXTEUDFERARNIEETHDENRENRTVERLLEN, X4
VO —EAT7—FTI9FYHROECTEENRELTVRAZRETAH LRI TEREA
TL I,

DevOps

IO2Z7R., BEAFRELTVREFMEZERICHETSLOIC, F7UTr—23> 008
AMEZSORIHENfHYET,

CNSOEH#ZF/LITY)I—23 20 ERTLE&SN?

A. AWS X-Ray7—E > ZDaemonSet& U TEKSYV S AZ—ICF 704 LE T, X-Ray
SDKEFERLTTF7UTr—23>0—RZ24A2VAMIAXNLUET, P7UT—23 %8
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TF7A4L&ET,

B. EKS% 5 A Z—TCloudWatch Container InsightsZ & %il_ L £ 9, Container
Insights D F—XZEAL TEEZZMHLET,

C. BE1Z® CloudWatch X RU O RAICETVWT TS —L%ZERL £9, Amazon Simple
Notification Service (Amazon SNS) hEY VZREL T, X—ILT7Z7—rZEELET,
D. XY NT—ORBRKEDOT TV T—>3>

OA—ROZALTIRREZBPLT, BRENFrETIZETOR[ZERSLET,
Answer: A

Explanation:

AWS X-Ray provides distributed tracing for microservice-based applications. Deploying the
X-Ray daemon as a DaemonSet in the EKS cluster and instrumenting the application with the
X-Ray SDK enables end-to-end tracing across microservices, helping identify performance
bottlenecks. This method is documented in "Using AWS X-Ray with Amazon EKS" (AWS
Observability Guide).

QUESTION NO: 22

HBd1#%E. AWS CodeConnections HE®M Git

DRSDRNVIZT7V5r—23a> 01— RZ2RKEFLTVET, IV IIARNAI L hIZEEIC
I-YRTARNERTIBDRSICHRELEVEZZTVET, £k, TARNETEICLTILY
DIARTTARNAT—BRANRRENDELSICLEVEEZZATVET, 51, TARE
TRIC,. TAMNTERENEHIFT—RT 7 4 )L %Z Amazon S3
NTYMIRELEVWEZZATVET, ChoNEH#ZRBLETYDI—3a0lE&EaHE
FENTIHA? (3I2BRLTLKEZY, )

A TARNODEFTIZHRERD)Y—AANOTIEAZHATTS IAMH—ER
A—)ILZERLET,

B. AWS CodePipeline

TCTANAT—DZECNAT A ZERLET, TNV IITARMERETLZEEHFE O
PEBINAT A ZERTIDMNIT—ZERLET, TAMEREZELAR—NTBLEHD
V—=AT0>a>vazEMLET,

C.TANZRITTBLHDAWS

CodeBuildZ7’O2 TV M ZERLET. TNV IIARNERELEERENLEEILTA
NERTITBRHIC, Webhookh U H—ZBMCLET, TANERZWMET S HIC, E
IRAT—BALR—RNZBMICLET,

D. TANDEMHAETULLEEEICHAT77AILETY7TO—RIBDEHDOLKR—K
+9> 3> %EE buildspec.yml 77 L)L ZERL ET,
ETANDETHRETLVLEEZILREYZTY7TO—RIBDEHOT—FT1T7IK
+2> 3> %E8 buildspec.yml 77 AL EZERL £,
F.7ANDETHARTULEEEICHAT7 74N ETY7O0—RIBDEHOT7AI
9> 3> %D appspecyml 77 A\ EERLET,

Answer: ACE

QUESTION NO: 23
HHER, AT HIUENEAVTTARNTZIFYDINTOA X— IZAmazon Elastic
Container Registry ( Amazon
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ECR) ZFEALTVET, AFAX—TJLIPARNIASAX—CZBBIHEOAAOY N
VU ZBETRIY, lexternalZ7L 7 1Y VRAERELETILAIL—F vy 1 eEZER
LTWET, £, 7HDU2 MIIEAWS OrganizationsZfEAL TVWE T,
LZARNJVAOIXRTOAX—=DF, BRICTOED 3 ZJEhEEEDAWS Key
Management Service (AWS KMS)

F—TCHESILITDVENHDYET, ERTHEREhLEA XD, TTICZORI S —IC%E
BLTVWET,

L, FvYvy21EnAEA X—2 Tk, Amazon S3 B+ — (SSE-S3)

L&D —N—QIES{FrERAENET,

tHEEF, FELOF YV IURI NI ZHIRIDBEN HYET., £, INTOHFLL
TLAN—F ¥ Y1 VRI NN BEBKMSTF—CTHBNICESLENDLSIC, 24
VD1—>322RETIVENHBYEXRT,

CNSOEH#ZF/LZIY)I—23 2 ENRTLEDIN?

A. AWS Config Z58E L £9, Guard

BXEZFERAITINAZLIL—ILNZEMLET, FILWURD KU TKMS
BeStzEMITRI—IIZzRLET,

B.

TL74YOADECRURD NUERT V7 L—RZERELET, KMSF—ZIEELET

o URDKNUNBERENDETHELEET,

C.IXTMDECRURINIUZ KMS THESILTDZEZERTS SCP ZFTNTDHO AWS
THIOURNIRBRELET,

D. IXTD "ECR7NAN—F vV 1FTU>32 ARYRTRNIUHA—EThBHLL
Amazon EventBridge =)L Z#ERLE T, L—ILOX—5Y & LT AWS KMS
ZRELET,

Answer: B

Explanation:

For pull through cache repositories, Amazon ECR now supports repository creation
templates that can be applied to a registry prefix, such as /external . These templates define
default settings, including encryption configuration with a specific KMS key , tag immutability,
scan on push, and more. When new cache repositories are auto-created under that prefix,
they inherit the template settings automatically.

In this scenario, existing external cache repositories are noncompliant because they use
SSE-S3. The company can delete those repositories (removing the noncompliant caches)
and configure an ECR repository creation template for the /external prefix that specifies the
required customer managed KMS key. As new images are pulled, ECR recreates the cache
repositories under that prefix with KMS encryption using the specified key , guaranteeing
compliance going forward.

Option A (AWS Config) would only detect noncompliance after creation and cannot enforce
encryption at creation time. Option C (SCP) cannot directly control repository encryption
properties. Option D misuses EventBridge; KMS cannot be a "target" that retroactively
encrypts repositories.

Therefore, using an ECR repository creation template with the desired KMS key is the
correct, automatic, and secure solution.

QUESTION NO: 24
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»H B EEEFAWS

Organizations|C B % F > TWET, DevOpsI VP 7k, HBANNOEZD0UICETS
BBOAWSTHIO N Z2EBITBIULENf HYVET. 7HVU2 MADIAMKR D > —X Amazon
SRV —ZELINTOIY—ARK, AWS

CloudFormationZ U TF7O4EhET, IXTOT7L—bhET—RIFAWS
CodeCommit VAR NUTEEBEIhTVERT, L. —HORERENMBBRAO—IBOT A
A SSINTY NMITVEATEBVREENr RELTVWET,

RORIV =N SINTY NCTEYFENRTVERT,

COT VL ABEZRERTDIHIZ DevOps TV TR MAZITNETL &SH?

A.
SANTYRRV—2ZELET, SANTY MDOS3I7OAVYINT VY OTORAREREA
ZICLUET, S37RJ > —I(ZawsSourceAccountFHZEBMLET, MEFfBELTVE TN
TORFKEDAWST A NIDZEMLET,

B. 1AM #ERIBERICK > THRED S3

NTY MAOT IV EAFEBTENTVEVWCEZEEBLET, IAM
ERBERCHELZEEEZMAE T, AENfNRELTVWS2EYORRETHT MTAWS
Config LO—&A—%fALT, P7EAZ7OYILTVREEERTICRLETT,

{£1E % CodeCommit V7R NJIZJX Y ML, Cloud

FormationZ /1L TF7 04 2O HUL TEEZHEALE T,

C.
FREOURDIAMI Y —AZHEEETERVLSICTSHSCPERELE T, SR> —
([CawsSourceAccount&x 4 ZEBMLET, MENfMrREL TVDRIXNTORREDAWST HY
VMDZEMLET, BIEZCodeCommit VR NJICOAZIYNLET, EEZHERATS -
2. CloudFormationZ/tL TF7 O/ XY NEeHTHLET,

D.SCP "B ED S3/NT Y AAOTI/ERZ7OY VL TVWEVWI 2T 1AM
R —DERBERNFARED 1AM

A—H—AOT7ItAZEBEL VARV & ZHEET S CodeCommit VR KD SCP &
1AM RS —DERBRICHKHELZEEEZMASD ZEZHEA T % =8I CloudFormation
ENLTTF7OMX NEHUOHET

Answer: D

Explanation:

Verify No SCP Blocking Access:

Ensure that no Service Control Policy (SCP) is blocking access for developers to the S3
bucket. SCPs are applied at the organization or organizational unit (OU) level in AWS
Organizations and can restrict what actions users and roles in the affected accounts can
perform.

Verify No |AM Policy Permissions Boundaries Blocking Access:

IAM permissions boundaries can limit the maximum permissions that a user or role can have.
Verify that these boundaries are not restricting access to the S3 bucket.

Make Necessary Changes to SCP and IAM Policy Permissions Boundaries:

Adjust the SCPs and IAM permissions boundaries if they are found to be the cause of the
access issue. Make sure these changes are reflected in the code maintained in the AWS
CodeCommit repository.

Invoke Deployment Through CloudFormation:

Commit the updated policies to the CodeCommit repository.
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Use AWS CloudFormation to deploy the changes across the relevant accounts and
resources to ensure that the updated permissions are applied consistently.

By ensuring no SCPs or IAM policy permissions boundaries are blocking access and making
necessary changes if they are, the DevOps engineer can resolve the access issue for
developers trying to access the S3 bucket.

References:

AWS SCPs

IAM Permissions Boundaries

Deploying CloudFormation Templates

QUESTION NO: 25

TtEICE, BE—0HB AWS
THOYNTHEETIEROBRRIINL—THFHVET, JIL—T0>Z7F
RE=Tv—&, VDI—ADQERNFTHIMOY—ERFRIZIETWEEEIC, H— RN
—T 14 APIBEPHLZNLTTS—hZZHRYEVWEEZTVET,
RPBROARFIHITCCNZERTED Y )1—23a @FENRTIHN?
A. EHIRICEITE . AWS Lambda B§%Z 2 —%'Y b & 9% Amazon CloudWatch Event
IL—ILZERLFET, Lambda BEHA T, AWS
REOREOREZTML., 7O/ hEVY—ANDEET 73'7/ RDOUY—AFRELE
BLET, PTHI MY —ERFRIZIETVWTVEBEEE., 2
NR—2 ”f'—(,._JE%l]L/'C< ZEW,
B. AWS Trusted Advisor ¥ T ¥ U 2 E#9 % AWS Lambda B8#%#F 7’04 L. Lambda
Bz EEHICEITT S &S IZ Amazon CloudWatch Events JL—ILZEREL £ 9, Trusted
Advisor 1 R NER—%Y N Lambda BEIC— BT DA RN NEZ—2ZFERAL T, B0
CloudWatch 1 X N JL—)LZEKL ET., XKD Lambda
BT, DZT7YZ—TJF—ICBHALET,
C. AWS Personal Health Dashboard FI ¥ U ZE#19 % AWS Lambda
B %77 040, Lambda B8 & EHH 1T S & S I Amazon CloudWatch Events
IL—IL%ZEREL E£9, Personal Health Dashboard 1 X k& X —4"Y N Lambda
BRIC—HITBDAR N NEZ—2&ZFDHIO CloudWatch Events
W= ZEELET, RO Lambda BT, > ZF7NR—TJ ¥ —ICBHALET,
D. EHiMICETE N, AWS O —ERFIRAT—RZAZF I YL, Amazon SNS
REYJIZBHRIZARNI)—X2T 9% AWS Config
DAZLN—INZEMLET, ZZTYXR—2 v —ICBH TS AWS Lambda
BH%%Z7 704 L. Lambda B SNS REY VICHTRAUZATLET,
Answer: B
Explanation:
To meet the requirements, the company needs to create a solution that alerts the Senior
Manager when the creation of resources approaches the service limits for the account with
the least amount of development effort. The company can use AWS Trusted Advisor, which
is a service that provides best practice recommendations for cost optimization, performance,
security, and service limits. The company can deploy an AWS Lambda function that
refreshes Trusted Advisor checks, and configure an Amazon CloudWatch Events rule to run
the Lambda function periodically. This will ensure that Trusted Advisor checks are up to date
and reflect the current state of the account. The company can then create another
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CloudWatch Events rule with an event pattern matching Trusted Advisor events and a target
Lambda function. The event pattern can filter for events related to service limit checks and
their status. The target Lambda function can notify the Senior Manager via a third-party API
call if the event indicates that the account is approaching or exceeding a service limit.

QUESTION NO: 26

HDH¥lE. AWS Organizations THBO T X TOMEEZEFMICLEL =, ABICE 10
BOAWS THOY RHFEENTVET, AHEITXNTOTHT> ~T AWS CloudTrail
ZEMCULELLE, BttlEk,. HBRO AWS 7HU Y MDA RESHIZ 500
ICEMTBEFRLTVET, A NSOTHIY MIEHO OU
ZFEATBFETT,

BEttld. HBANOBEEFEDE AWS 7H U M T AWS Config ZBRIICLEL 2, DevOps
IVSZTR, BEBRNTSHBRERENDINTOHO AWS 7HT > MIxL T AWS Config
ZEEBNICEMCTRYVI—IVERRKITIBENBIET,
COEHfZ®/EZTI)1I—2320BFENRTTHN?

A. HBBOEBFT HI> NT, CreateAccount APl ROV U IZ 59 % Amazon EventBridge
IL—=ILZERLET, HBD AWS Config N\DEEENLET IV EAZTHEICT S AWS
Lambda Bz HITI—IILZRELET,

B. BN EET N> NT, AWS Config ZH*1ICF % AWS CloudFormation AR Y &
Y NEERLET, HBZELUTT AT M EREhIEEEILARY D

Y NABBNICERRAE D LS CEBRLET,

C.HEHBNOEBET NI MNT, AWS Config ZEMICT 2 = D& AWS Config API
HOHL ZFFAI TS SCP ZHEHRLET, SCPZIL—BFLARILOOU ICEALET,

D. BBNEE T H D> NT, CreateAccount API FUFH U (2R &9 % Amazon EventBridge
IL—ILZHERKLET, AWS Systems Manager Automation Runbook

ZEHOCHLTT AT MO AWS Config ZBEMICTBRIIL—IILZRRELET,

Answer: B

Explanation:
https://aws.amazon.com/about-aws/whats-new/2020/02/aws-cloudformation-stacksets-
introduces-automatic- deployments-across-accounts-and-regions-through-aws-organizations/

QUESTION NO: 27

»HB%E. Amazon EC2 & X 4 7T Amazon Elastic Container Service (Amazon ECS)
EEALTVET, CcOLETIF, IXTOOYTF—2R% Amazon CloudWatch
T—REBITRIHENf HYVET, COREDECS RAVIZK, O RZAN—FIC
awslogs Z8E 9 % LogConfiguration 77 TV MAEENTVET,
BHOECSRRAVDOF7OMICKRBLUELE, I57— XV E—2ICE, ERFENKKMOR
HTHhDdEZRLTVET, A, AVTFFAAZAORBICEAL ZIAMO—)L
CUAToOINEEhTVWS L Z®RBLEL I,

CreateLogGroup. logs:CreateLogStream, & & T logs:PutLogEvents &R,
ENFBRENEEZBRRLETH?

A. Amazon ECS ZE8TZdH—EAXELTHILTS IAM O—J/LIC IAM
EERIV—ZBMLET,

B. IAM O—JLICiBAE 1 i=7R1J) = —IZ logs:PutDestination #EfRZEBML £ 9,

C.IAM O—JLICEAE iR > —N» S logs:CreateLogStream #EPRZ HIBRL £ 9,
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D. CloudWatch Z{E3TE 2 —E A& L THILTS IAM O—/LIC IAM
EHERV—ZEMLET,

Answer: A

Explanation:

When using the awslogs log driver with ECS on EC2, the ECS agent running on the
container instance uses the instance's IAM role (container instance role or task execution
role, depending on configuration) to write logs to CloudWatch Logs. The policy already grants
logs:CreateLogGroup , logs:CreateLogStream , and logs:

PutLogEvents , which are the required CloudWatch Logs actions. However, for the role to be
usable by ECS, the role's trust policy must allow the appropriate service principal to assume
it.

In this question, the error message indicates "missing permission" during ECS task
deployment. If the IAM role is not trusted by the ECS service (for example, ecs-
tasks.amazonaws.com for a task execution role or the proper principal for container
instances), ECS cannot assume that role and therefore cannot use the granted CloudWatch
permissions, causing deployment failures.

Option A addresses this by adding a trust relationship so that Amazon ECS can assume the
IAM role. Options B and C mutate the permissions but do not fix the underlying problem: the
missing trust. Option D incorrectly attempts to trust CloudWatch, which does not assume
roles in this context.

Thus, adding a trust policy that establishes ECS as a trusted service is the correct fix.

QUESTION NO: 28

HEILEF, RSZUVIR—AOARTSOFEHEEZFEALTVWET, CcOLEICK, Gt
ONA X —ERBEENTZ2DDAWS

CodePipeline/N\A 754 H&H V) £, pull_request/N\1 7’54 ICIk, BEET S FIZ—
BE2750F 71N ER—NREENTWVWET, main_branch/N1 7FSA4 2 IZEk, X427
SUFIL—BHITBTSOFTAINE—NFBREENATVET,

TIVIOTARNDI XAV T SOFICI—&ENBE, main_branch/ N4 754> #FERAL T
ZILIVOIARNF7TOSMENET, 2HOBERKEE. pul_request/N\1 754 H SEE
TENEIXRTOTINIVIVIANDTANGERZTED T R<HBIDZLENHYET, &
i, RONA T4 RTHICmain_branchN1 7S A DT ARNERFET L, &EF7
O/ A TLTVWACEZBRLEVEZEATVERT,
chsOEHZF/LEIVII—232@FENRTLESH?

A.

pull_request/\ 1 7°Z 4 > % SUPERSEDEDE— RICEREL £ 9, main_branch/N\1 754 >
ZQUEUEDE— RIZERELE T,

B.
pull_request/N1 75 4 > ZPARALLELE— RICEREL £, main_branch/N\1 7' 4 > &Q
UEUEDE—RICEREL £ 9,

C.
pull_request/N1 7' 4 > ZPARALLELE— RIZEREL £, main_branch/N\1 7’54 > %S
UPERSEDEDE— RIZERELE T,

D.

pull_request/N 1 7°Z 4 > #QUEUEDE— RIZERE L £ 9, main_branch/N1 754 > %SU
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PERSEDEDE— RIZCEREL £ T,

Answer: B

Explanation:

In CodePipeline's execution mode,

* PARALLEL mode for pull_request pipelines ensures that multiple feature branches can be
tested simultaneously for quick feedback.

* QUEUED mode for main_branch ensures deployments run sequentially - each must finish
before the next begins, preventing overlap. This configuration aligns with AWS CodePipeline
best practices for trunk-based development and concurrent test pipelines.

QUESTION NO: 29

EFERICBEMFEAT D EEE. Amazon Linux ARL—FT 14 2 J

AT LEEEHL =—ED Amazon EC2

AVARVAZRTLTVET, BEOTTAN—EXHO-REL T, ¥, EC2
A2VARVALTRITENDARL—FT 127

SATLETTV =232 0Ny FICHTIMRENEOAD TSA T AZRRTILEN
HVET,

T7AINNBREHAZALA VRS NI ZERALT, ARL—FT12T

SATLET TV T—=23a NV TFORBZEERELTRICEES ThRIERWVWTTA?
A. AWS Systems Manager ZEAL T, DAZALA URDNUEZETHLOWNY F
R—ATA 2 BERLET, run IX > RZFEH L T AWS-RunPatchBaseline
REIXBRNZERITL, NVFEERELTAAMN—ILLET,

B. AWS Direct Connect ZFFA L THEVRD KN Z#HEL . Amazon CloudWatch
NDATZ1—=)enkA4RNEFEALT/NY F£2F70O4 L., CloudWatch
AYv1R—REFEALTLR—NEERLET,

C. yum-config-manager Z £/ L T /etc/lyum.repos.d ICHAR L VR NUZEML, yum-
config-manager-enable ZR{TLTURS NV ET VT 1 T{LLET,

D. AWS Systems Manager ZEAL T, tEURD NUZETHLWNY F
R—=AZAVZERLET, run I RZFEAL T AWS-
AmazonLinuxDefaultPatchBaseline

REIXVBRNZERITL, NVFEHERELTAAMN—ILLET,

Answer: A

Explanation:
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-how-it-
works-alt-source- repository.html

QUESTION NO: 30

HBLEGFSIZFEAL TERZRELTHY ., XARL7VIT—23 2 159 A 0B
ZREATEXILFI—23 2 DREMXLEELTVWS,

Efz@mlIFIEREENTIA ?2@I2BRLTLSEEZL, )

AEZLZ7UT—23a2 )= )LICRULTSILTUT—2 3V EBFIEHRTC)ZEMICLET,
B.S3XIWFV—=23> FORARAUNTIOTATINY T RERLET,

C. 7 T A4 )LF—/N—HI(Z SubmitMultiRegionAccessPointRoutes ZFO*HH L £ 9,
D.S3&EmET VS L -3 EBMILET,
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E.Route 53 ARC IL—FT 1 > JHlHEZFERALET,

FIIANA-N—BIRZT71v O ERAS12IC Route 53 ARC ZEALF T,
Answer: ABC

* 83 RTC ensures #15-min replication SLA.

* Multi-Region Access Point (MRAP) simplifies active-passive replication access.

* SubmitMultiRegionAccessPointRoutes APl manages routing changes during failover. This
configuration follows AWS DR best practices for S3 active/passive architectures.

QUESTION NO: 31

AWS Organizations IO OMEMICE. E—D OU BV ET., £ttik, OU
THIBNTAmMazonEC2 1 VARV AZRITLET, 2ttlk, & EC2
AVARAOFIMEROEAZ, RIABEHRAIZVH TSN TVBHEHEND EC2
AVARVAICHIBRITBIULENHVYET, DevOps T Tk, EC2
AVABZADEFIVT A ZBRTIVLENBYVET,
CNSOEHfZ®/ETY)1I—2320BFENRTLEDIN?

A.VPCCIDR7OY V% EETS SCP KL £J., aws:VpcSourcelp
FHEF—OENEEENLETOVYIRAILSZHNESH ERRTDELSIZ SCP

ZERELE T, @LU SCP FI v U T, aws:EC2InstanceSourcePrivatelPv4 &
aws:SourceVpc ZHEF—DENABLUL ESH ZHRLET,

WIFhDLORENROBE. TV EAZEBLET, OUICSCP ZEBALET.

B. aws:EC2InstanceSourceVPC & aws:SourceVpc
ZHUF—OEFAUAESHEZFIY VTS SCP

ZERLET, EFRLUTHEVEERT IV EAZESLET, AL SCP

F I v YT, aws:EC2InstanceSourcePrivatelPv4 & awsVpcSourcelp
FHUF—OENFEAUAESHZRIELET, EARALUTEVEERT IV EAZESLET,
SCP Z OU ICEEALEY,

C.HBEND VPCENDJUARNZEZL SCP Z4EMHL . aws
DENRDETHIHDESHZEZRALET,

SourceVpc &H4F—HFVARNAICHYET, AU SCPFIVIT, FBEhBIP

7 RLRAED)ANZEZL., aws:VpcSourcelp
ZUEF—DOENFNVARRNICEENTVIDESHZRRBLET., VIFhHLOFRLEAN false
NZE. TVEAZEBLEY, HBAOET AT NI SCP ZEALET,

D. aws:EC2InstanceSourceVPC & aws:VpcSourcelp
ZEF—OENARAULAESHZFITY VTS SCP

ZERLET, EFRALUTHRVEERET I EAZIERLET, FAL SCP

F I v YT, aws:EC2InstanceSourcePrivatolPv4 & aws:SourceVpc
ZHUFXF—OEFEAUAESHEZFIVILET, EFAUTHRVEERT IV EAZIERLE
¥, BTN NI SCP 2HEALET,

Answer: B

Explanation:

Step 1: Using Service Control Policies (SCPs) for EC2 SecurityTo limit the use of EC2
instance credentials to the specific EC2 instance they are assigned to, you can create a
Service Control Policy (SCP) that verifies specific conditions, such as whether the EC2
instance ' s source VPC and private IP match expected values.

Action: Create an SCP that checks whether the values of the aws:EC2InstanceSourceVPC
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and aws:

SourceVpc condition keys are the same. Deny access if they are not.

Why: This ensures that credentials cannot be used outside the designated EC2 instance or
VPC.

Step 2: Further Validation with Private IPsThe SCP should also verify that the EC2 instance '
s private IP matches the IP range specified for the VPC. If the instance ' s private IP does not
match, access should be denied.

Action: In the same SCP, check whether the values of the aws:EC2InstanceSourcePrivatelP
and aws:

VpcSourcelP condition keys are the same. Deny access if they are not.

Why: This ensures that the credentials are only used within the specific EC2 instance and its
associated VPC.

Reference: AWS documentation on Service Control Policies (SCPs).

This corresponds to Option B: Create an SCP that checks whether the values of the aws:
EC2InstanceSourceVPC and aws:SourceVpc condition keys are the same. Deny access if
the values are not the same. In the same SCP check, check whether the values of the
aws:EC2InstanceSourcePrivatelP and aws:

VpcSourcelP condition keys are the same. Deny access if the values are not the same. Apply
the SCP to the OU.

QUESTION NO: 32

BHBILENAWSETOITT77UT—23> w2 BELTVET, COT7TUT—23 A
WS CodeConnectionsZ AL TGitURZ NUIZT VAL ET, COBEEFAWS
CodePipelinelc/ N4 7T A4V &REL, A—REXA VT ZOFILTY219%E, 77V
T=arviaalicE)l REN, AT—DU0REBICTFO4MEnET, LAL, N1
SAVICEBTAMBEN HEEThTOWAWVESD, XAV TSUFTNITRHEAORBBEN R
(92 ENBYVET,

Bk, GtURS NUTI—RAVN—ENEBICEBNICTARNERITL, TARMX
BMUESBERAT—VTREAOTTOAMA RN EZRIELEVWEZZTVET, TANE
BR20DBEERITTEET, ChSNEH#ZR/B LTV I—23I3RFENTLESA?
A.NATZ4 2 ICAWS

CodeBuild7 o> 3a>ZEBMLET, TARNZRITTSHIN REEZT Bbuildspec.yml 7
TANZGHURD NVICEMULET, TARNNKBMUEBESICTF 7O/ ZFELETEESIC
NATSA O ZERELET,

B. Git WebhookZ & EL T, J—RON—>2 2 EICAWS

LambdaBd$h Z 2B L £ 9, LambdaBi#iE 7 OIS ATTARNEERITL, TAMKRBL &
BEARNATSA 0 BEBILETDRISICERELET,

C. TARNREDDocker/f X—2 %2 FEHAT5LSICAWS BatchZEREL £9, AWS

Batchz /N4 7S AV IZHRELET, NvF2aTJwEEL, TANKBLUEZEICO—
RY—2 % TICRETAWS LambdaB8#iz /N1 7’54 > ICBML £,

D.GtURZ NUZEREL., I—RONY—> 2 &£ICAmazon
SINTYRNCZCO—RZTY2I1LET, SARY NBHAZFRALTTANEZRKBL, TA
RAKBLEHERFEI—RY—2ETICRLUETD,

Answer: A

Explanation:
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AWS CodePipeline supports multiple stages including source, build, test, and deploy. The
most efficient way to integrate automated testing is by adding an AWS CodeBuild action to
the pipeline that runs the tests using a buildspec.yml file. CodeBuild can be configured to fail
the pipeline automatically if tests fail, ensuring that deployments do not proceed to the
staging environment. This pattern is directly supported and documented in AWS
CodePipeline + CodeBuild CI/CD architecture guidance.

QUESTION NO: 33

HBDEENFFHIRORI—ZRELTWET, DevOps TV ZFTHAERL IR —D
1278, HIRABIEDELTCEE)ENELE, <ORD > —F, BFRICEnvironment:
NonProduccion 2 J A" 1+ 5 i f=Amazon EC24 > AR AICEIEN Y RERITT HAWS
LambdaPeBITHEAET N TVET, REORVZ—RBFAROEHYTT,
PBLSEEFTDORID—ZRRIBZDEHIC, IVZZTREDLISIBEEEZMADHELN
HYEIN?@2BRLTLSEZY),

A F7>3azvA

B.77>3>B

C.A7>3>cC

D.#723>D

E. 77> 3~E

F.A7>3a>F

Answer: ABD

Explanation:

The engineer should make the following changes to achieve a policy of least permission:

A: Add a condition to ensure that the principal making the request is an AWS Lambda
function. This ensures that only Lambda functions can execute this policy.

B: Narrow down the resources by specifying the ARN of EC2 instances instead of allowing all
resources. This ensures that the policy only affects EC2 instances.

D: Add a condition to ensure that this policy only applies to EC2 instances tagged with
"Environment:

NonProduction". This ensures that production environments are not affected by this policy.
AWS Identity and Access Management (IAM) - AWS Documentation

Certified DevOps Engineer - Professional (DOP-C02) Study Guide (page 179)

QUESTION NO: 34

HB L., AWS CloudFormation

ARV O FERALTT7VT—23 2 ICEHZT7O0/0LET, AV IRREEREERRZDY
—ATEBRENET, UY—RAIZIE, AWS Auto Scaling 7' )L—7°, Amazon EC2

142 AR A, Application Load Balancer

(ALB), BRI LEAZY VDOERBEHBFICXEZRTOMOVY —ANEENETT, Clo
udFormation AR Y VDEFHUANOT 7V r—232 VY —ANOEERFFITEnEE A,
ElttiE&iE. AWSCLI 2#FERALTF7 7V r—2a>

ARV IVEEHULRSELELE, AZYIREFHFICKKL, ROIT—

XY E—INFERENELE: TI5—: 7704 X N & CloudFormation
AZYoOO0=)INY V0mBICKBLELE, XOVY—AOEFHICKKBLELD, T
OA4 X MZKBUFEL Kk [AutoScalingGrouply « AR Y Tk
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UPDATE_ROLLBACK_FAILED ODAT—RADERRICEVWET, *
COBBEZBARTEDOREDY )13 TIH?

A.ALB ICBRENTVWBRHTXY NI YE T ZEH L FT, aws Cloudformation update-
stack-set AWS CLI AN REEITLET,

B.AZY VEEHMIBDIOIHXERZHEREZNELT, IAMO—/LZEHFL XTI, aws
Cloudformation continue-update-rollback AWS CLI N> RZETLE T,
CTHIVRDEC2A VARV ABD UV #—RBEM) VT AN EEFELET, aws
Cloudformation cancel-update-stack AWS CLI N> R&EETLE T,

D. Auto Scaling 7 )IL—7"1) Y —AZHIBRL £ 9, aws Cloudformation rollback-stack AWS
CLION>Y RZEEITLET,

Answer: B

Explanation:

https://repost.aws/knowledge-center/cloudformation-update-rollback-failed If your stack is
stuck in the UPDATE_ROLLBACK_FAILED state after a failed update, then the only actions
that you can perform on the stack are the ContinueUpdateRollback or DeleteStack
operations.

QUESTION NO: 35

21 ® DevOps F—Alk. AWS Organizations K DK (23 2 —ED AWS
THOURZEEBLTVET, 24ICE. §XTO Amazon EC2 1 > AR > AN DevOps
F—LANEETHEEZFARD AMI

EFEATRIRSICTRVYII—23AVNFVETT, £, cOVYJ1I—23 2T, &R
hATLWRL AMI

DERAZEETIHEEHYVET, B2OT7HV NEBER., EAFREALD AMI
ZERATRLEHOFHREZHBRTELBRVRSICTEIHEN HYET,
ChSOEH#ZF LTV I—232R@FENRTLESN?

A. AWS CloudFormation StackSets Z{fEA L T, &7 577> ~IC Amazon EventBridge
IL—=IL%ZF704 LFET, Amazon EC2 ® AWS CloudTrail 1 X MZREL, Amazon
Simple Notification Service (Amazon SNS)

REY JICBHRIZEFTDIRSICIL—ILERELET. DevOps F—LA%Z SNS
NeEYOICHTROSA4TLET,

B. AWS CloudFormation StackSets %&£ L T. approved-amis-by-id AWS Config
NEZ—DRIL=—NEETHONIF7O4LET, EFBE iz AMI
DIARNEFERALTIL—IILERELET., FEHRDO EC2 1 AR ALK L T AWS-
StopEC2Instance AWS Systems Manager Automation

STV IRERTIDEDICIL—ILNERELET,

C. Amazon EC2 @ AWS CloudTrail 1 X2 N Z532 9 % AWS Lambda

B ZER L £9, Amazon Simple Notification Service (Amazon SNS)

REY VICBHRZEFET SRS Lambda BB ZREL £9 . DevOps F—LA % SNS
REYOILHTARAISATLET., HBROZTH U2 KNI Lambda
E#HZEF704LFET, &7 HU> M Amazon EventBridge

IL—=IL&ZERLET, Amazon EC2 ® AWS CloudTrail 1 X2 MZ&EL ., Lambda
A ENVOHT K5I EventBridge L—ILZRELE T,

D. #H#i 2T AWS Config ZBRMICLET, AFEEThEZAMIOUARNZETL, AFEEhi: -
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amis-by-id AWS Config

RE—IJRIL—ILE2FEATIEENY VZERLET, BENY JZ2BBLEICTF7O4L
T, EHRLTVEVEC2 1 AR ALK L T AWS-StopEC2Instance AWS Systems
Manager Automation S>> 7 Y V&2 RITFBRSICIL—ILERELET,

Answer: D

Explanation:

Enable AWS Config Across the Organization:

AWS Config provides a detailed view of the configuration of AWS resources in your AWS
account. It can be used to assess, audit, and evaluate the configurations of your resources.
Enabling AWS Config across the organization ensures that all accounts are monitored for
compliance.

Create a Conformance Pack Using the approved-amis-by-id AWS Config Managed Rule:

A conformance pack is a collection of AWS Config rules and remediation actions that can be
easily deployed across an organization.

The approved-amis-by-id managed rule checks whether running instances are using
approved AMls.

Deploy the Conformance Pack Across the Organization:

Deploying the conformance pack across the organization ensures that all accounts adhere to
the policy of using only approved AMIs.

The conformance pack can be deployed via the AWS Management Console, CLI, or SDKs.
Configure the Rule to Run the AWS-StopEC2Instance AWS Systems Manager Automation
Runbook for Non- Compliant EC2 Instances:

The AWS-StopEC2Instance runbook can be configured to automatically stop any EC2
instances that are found to be non-compliant (i.e., not using approved AMIs).

This remediation action ensures that any unauthorized instances are promptly stopped,
enforcing the policy without manual intervention.

By following these steps, the solution ensures that all EC2 instances across the organization
use approved AMIs, and any non-compliant instances are remediated automatically.
References:

AWS Config Conformance Packs

AWS Config Managed Rules

AWS Systems Manager Automation Runbooks
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