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QUESTION NO: 1

3|Atoll= 20702 MH|A st&0| U&LICH ZF MH|A B2 XA oto|2 =2 MHIAE
SErLict ZF MHIA B2 192 168 0 0/22 CIDR €50 /= 0tO|Z 2 A{H|A 2 vPCO
O] AWS HHEE AFEFLIC} 3|AHE AWS Organizations2 AWS A& & & 2|ghLc.

Zk MH|A &2 Application Load Balancer #{0f /= 0424 Amazon EC2 QIAEHANM

OO EMHIAE SARIELICEH OO|ZEMH|AE 38 QIEHE Sal ME SAIFLICH
Z|Atel ot El2 0i0[3 2 MH|A 7to| 2 E SAI0| A HEST AZE SSHHTTPSE
ArEdtiok st 38 QlEUHg Sate + Qitle ME22 X|E & YEF &L

DevOps A X|L[of= Ole48r o|F & ot 2 MH|A Bl HE =& x4 stete £FME
TAsHok BfLICH ofH £FM0| O|E{Et 2T AIEE SFELIMN?

A. AWS OrganizationsO| A A AWS HHE e LICH o] AEHAHM VPCE 435t AWS
Resource Access Managerg At&35t04 0| VPCO| Z2to|H! MEUIE =&t SR LICH
MH|A Elof| M AI-HE AlEtst =5 XIA[ELICH S/ ZEto[8! MEUIE AI85tE
NLB(Network Load Balancer) & EC2 QIAEIA OFO|3 2 AMH|A 7HO| S410{ NLB DNS
O|§& MEELcH

B. Zt 0t0|2 £ MH|A VPCO A NLB(Network Load Balancer) 243 AWS PrivateLink&
AtE35H04 NLBO| CHEF ZF AWS H|ZHoi VPC QIE X QIE M CFE 2 AWS AHHo|MH ZF vPC
A=ZOlEo| st 5 M4 VPC H=ZQIE DNS A OtO| T2 MH|A 7Ho| S4I2 {I&t
O|& dLCt.

C. Zt oto|3 2 MH|A VPCO| NLB(Network Load Balancer)E M4dtL|Ct Z+ OFO|3 2 MH|A
VPC Ztol VPC Z|0{& Q1A S M 8gLict Ljo{d 33 & AHEStESE 2 VvPCo| 2t R E
Elo|g2 Yrlo|EgLICt nto|Z 2 MH|A ZH S 410 NLB DNS O|§ 2 A& LCt.

D. AWS Organizations0i| A Af AWS 7| 244 0| HZHo| M & HO|ESI0|E M5t
AWS Resource Access ManagergE At&5t0] Z &0t & H|0|EQ0|E SRFELICH Z
OtO|Z R MH|A VPCOIM. 37 Transit Gatewayd Transit Gateway 212 444 Transit
GatewayE A& S Zt VPCO| 228 E|0|Z YO|0|E Zf 0to|3 2 AH|A VPCOHIM
NLB(Network Load Balancer) <444 0t 0|3 2 AMH|A 7+ S410{ NLB DNS O|§2 AtS&LCH
Answer: B

Explanation:
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-
overlapping-ip- ranges/ Private link is the best option because Transit Gateway doesn ' t
support overlapping CIDR ranges.

QUESTION NO: 2

8t E|Ato] o Z 2|7 0| B2 ol ZE|F0|M Jlet 2 /3 AWS CodeCommit E|ZX|EE|IE
ALEEtLICE o] ofZ2|7iolM ElE2 o2 AWS HIHo| EIZX|EEIE ERstD e 2E
A2 AWS Organizations LH2| Z==lof| &3 & LICH

Zt of Z 2|70l B2 2% 1dP(ID 3= XhHE 7 El AWS IAM Identity Center(AWS Single
Sign-On)& AF&5t0{ JHEL AL IAM A& 2 +=FLICH o] FJHE At &2 S35 ofZ2(7H 0|4
B2 Gitg AFE5to] E|ZEXIEEQ I EE EHUE + UsLCH

Hot ZEAL At of Z2|7i0|M BIO| 2 E MEAS| HIQI HEMXIE £HE &= Qe W=z
LIEFt & LICt DevOps 21 X|L|o{= o E2|71|0| M &lo| Rt&lo| #EletHeE ME A Q| H Q!
HEX|o =HE = QLS st £F M2 FEstofF FLict

CIS QLPAAMES S5t BH &2 FUULM? (Ml 7HKIE MEHSIAMAIL)

A. SAML 0{dME UO|0|ESI04 ALEXI2| B O|F 2 MESIESE FLICH IAM GE 9| AlZ|
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sourceTag/access -team " : " $ ;{aws:PrincipalTag/access-team} " &2l 7%/

%%ioﬂ CHEH Z=Z4]L|Ct.
D. ZF CodeCommit A& A 0] CHSH AAE! Elo| 0|22 Zf0| M™El access-team EH1E
FI7HgrLct

E. AHo]|l SCPE HESIMR. Cg E7 & ZESHMR.
F. Zt Aol IAM et ZBAE Mg
Answer: ADF

Explanation:

Short Explanation: To meet the requirements, the DevOps engineer should update the SAML
assertion to pass the user's team name, update the IAM role's trust policy to add an access-
team session tag that has the team name, create an IAM permissions boundary in each
account, and for each CodeCommit repository, add an access-team tag that has the value
set to the name of the associated team.

Updating the SAML assertion to pass the user's team name allows the DevOps engineer to
use |IAM tags to identify which team a user belongs to. This can help enforce fine-grained
access control based on the user's team membership1.

Updating the IAM role's trust policy to add an access-team session tag that has the team
name allows the DevOps engineer to use IAM condition keys to restrict access based on the
session tag value2. For example, the DevOps engineer can use the aws:PrincipalTag
condition key to match the access-team tag of the user with the access-team tag of the
repository3.

Creating an IAM permissions boundary in each account allows the DevOps engineer to set
the maximum permissions that an identity-based policy can grant to an IAM entity. An entity's
permissions boundary allows it to perform only the actions that are allowed by both its
identity-based policies and its permissions boundaries4. For example, the DevOps engineer
can use a permissions boundary policy to limit the actions that a user can perform on
CodeCommit repositories based on their access-team tag5.

For each CodeCommit repository, adding an access-team tag that has the value set to the
name of the associated team allows the DevOps engineer to use resource tags to identify
which team manages a repository. This can help enforce fine-grained access control based
on the resource tag value6.

The other options are incorrect because:

Creating an approval rule template for each team in the Organizations management account
is not a valid option, as approval rule templates are not supported by AWS Organizations.
Approval rule templates are specific to CodeCommit and can only be associated with one or
more repositories in the same AWS Region where they are created?.

Creating an approval rule template for each account is not a valid option, as approval rule
templates are not designed to restrict access to modify branches. Approval rule templates
are designed to require approvals from specified users or groups before merging pull
requests8.

n
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Attaching an SCP to the accounts is not a valid option, as SCPs are not designed to restrict
access based on tags. SCPs are designed to restrict access based on service actions and
resources across all users and roles in an organization's account9.

QUESTION NO: 3

SIAHE S OHZ 2|71 0| Mof| CHEH ZHof = 'IZ &3t oF B LICH ofZ2|AH olMol= AWS
2|7 2] Amazon CloudFront HHiQP I{E 2| ALB(Application Load Balancer)7} & &t |0
U&LICH 3|AH= ALBE HHZO| 7|E ¥ESZ FHMELIC.

Z2 UL oZ2|70|MH BE 0|F E|AIE 0X RTOE HELICE 3AlE | CH7| TH2 2

HZ x40l ofZ2|7 0|2 HHEFLICt DevOps A X|L|0{= HTTP GET &0| §s5t=
RTOE &5t 5 2 X 2[™oi chdt ofZ2[A 0| o ZX|E RtS&tsHoF & LIt

o{H £FMo| o|2{Et 2F AIEE BSFE LI

A.EX ALBE 7|2 QEITICZE A3 F '|IKH CloudFront HIZZ & & LICH F
CloudFront HiZ 25 0f CHEH Zof ZX| & 2 CH& Bl B7I7t o 2 M El Amazon Route

53 HAE HIZEE MHFLICE M HZE MEE AI83IES ofZ2[A 0|2 ool EFLICE
B. EX ALBOI CHEF HHZ EHO| M 22|72 MERLICH M HE 282 HELICH S & ALBE
718 HEcRZ M™ELICE HTTP 5xx #E| Z=0f CH3l &of X2 +HSITE HE IES
Tdghct.

HE ISS MBS 7|2 8% 2 olo|EFLIC.

C. & ALBO| CH5H &off =x| 2 2l CHat of el BIH7t o 2 M7El Amazon Route 53 %

o
HZEE MMstLICH S BZEQ TTLE 022 MASILICE M BZE MEE AISIEE
Hix 222 Ado|EgL|Ct.
D. HTTP 5xx & E} ZEE ZX|5l= CloudFront & & MAMstL|CH & 47} 5xx AEf I EE
axlste 42 EX ALBOH 307 YA| 2lC|EME @7 SEHS HHEt ¥

HE 8E2 g EUHEE 20| 7|2 S22 Ydo|EFLICH.
Answer: B
Explanation:

The best solution to implement failover for the application is to use CloudFront origin groups.
Origin groups allow CloudFront to automatically switch to a secondary origin when the
primary origin is unavailable or returns specific HTTP status codes that indicate a failure1.
This way, CloudFront can serve the requests from the secondary ALB in the secondary
Region without any delay or redirection. To set up origin groups, the DevOps engineer needs
to create a new origin on the distribution for the secondary ALB, create a new origin group
with the original ALB as the primary origin and the secondary ALB as the secondary origin,
and configure the origin group to fail over for HTTP 5xx status codes. Then, the DevOps
engineer needs to update the default behavior to use the origin group instead of the single
origin2.

The other options are not as effective or efficient as the solution in option B. Option A is not
suitable because creating a second CloudFront distribution will increase the complexity and
cost of the application. Moreover, using Route 53 alias records with a failover policy will
introduce some delay in detecting and switching to the secondary CloudFront distribution,
which may not meet the zero-second RTO requirement. Option C is not feasible because
CloudFront does not support using Route 53 alias records as origins3. Option D is not
advisable because using a CloudFront function to redirect the requests to the secondary ALB
will add an extra round-trip and latency to the failover process, which may also not meet the
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zero-second RTO requirement.

1: Optimizing high availability with CloudFront origin failover - Amazon CloudFront

2: Creating an origin group - Amazon CloudFront

3: Values That You Specify When You Create or Update a Web Distribution - Amazon
CloudFront

QUESTION NO: 4

DevOps M X[L|o{= AWS Cloud Formation MER XY 2[AAE AFE3104 AD Connectorg
MH#M&LICH AWS Lambda & 7F A& Z|o{1 AD HEEE MAFX|BF Cloud FormationO|
CREATE_IN_PROGRESSO0{|A{ CREATE_COMPLETEZ F&tZ|X| ot &L|Ct

AX|L|of= o] BAME sHZ37| I3 o =X|E F|5HoF & LI7t?

A.Lambda &4 ZE7 HEZXo 2 SR E|UEKX| EQIHAAIL.

B. Lambda &< Z =7t 0|2 MEE URLO| CHEt SE 2 vHEtst=X| &elghL(Ct,
C. Lambda &= IAM 2&of| AB ARNO| CHEF cloudformation UpdateStack T480| Q=X|
solgrL|ct.

D. Lambda & = IAM G&ofl AWS #H|Zoi| CHEt ds ConnectDirectory T&H0| U=X|
Eolghct,

Answer: B

Reference: https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/crpg-ref-
responses.html

QUESTION NO: 5

&t A7} 042 AWS A AM XA OHE E|5’1|0|A=| eE 2 #elguch 24 #E A-E2 AWS
Organizations0i| A MZE CtE OUof| &3l U&LCt.

DevOps B2 02{ &Z@0f| A*{ ofZ2|70|M HixZ Z2MAE LIt O HiZ
ZZMHAE 3] MHIA AZ 2| AWS CodePipeline ItO|Z 2912 A& EHLICH DevOps E
THHR EF EOE'°+ APRXP JE0| &3l U2, AWS IAM Identity CenterE S| ZE

7| %od| CHst :'-FEW M2 7HK| 3 Q&L ct

|2 e B0l whAls HHE 22X 2 Qs DevOps ElO| #5202 Zfd2 £3lisfof
eLct O 20, 2HM #8402 0| HiZ IHHo|M ZHo|Z 2Rl @ /77 e M504 B Azt
Sot ME2 HiZ 7} AFEEIRIE LICE.

DevOps M X|L|o{= mto|=ztelgto| Z2 M & F0| HHZ & s-8E =
BFLCt SCBk HIAF AE 2 M Al DevOps 2IX|L|o{= ST EEol HZE
OfH SR MO| 71E =2 2W 2842 HOo|HM 0|38t @F MES SFENQ?

A. ZEEHM OUO|M DevOps B 0| BE M7| Y ZE 7{ESt= SCPE ddgLICt
CodePipelinetiM Z2H|XH'Fst= 2lAA0| & EfTE X|™HELICIH DevOps 2l X|L|04
ole|e| CtE FHM7I it XIHE E[AAE 5K RS St= SCPE F7HELICH
B. DevOps 2 &0 Z2EHM H|Zof| Cigt o17| TS HAM|A Heto| dHEIE S
dclo|EELICE

DevOps 2 X|L|0{ AL XF0f|H| AdministratorAccess H&HE H045t 1 T O|Z2}Ql &S
™Y = AZSF ot ME2 e EHEgs 78U MF0|“EF° 1& o|e|of CtE FA|7t
B AAE =YK Rt T St= SCPE F7HELICH

C. DevOps O 0| Z2HM 7| oi| CHEt mto|=Z2tQl HAEE =g = UT

A O|EELICI DevOps AMX|L|0{E <|5H IAM Identity Center0dl £H2| Xt _'.UKI Hsho| Q=
M e ZEE 7HE M AP KHE - ELICH DevOps @1X[L|0{ 0]|2]|2| CIHE AEE|T}

_,_
\|

Ho
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ElAAE £M5tK| RSITE st SCPE FIHELICH

=M QU0 A DevOps | T ZE MT| B E HESt= SCPE M/ ggLIC.
DevOps 2 X|L|0{E I3l IAM Identity Center0ll A AdministratorAccess T80 Z & El M
et Zet2 7t M AL XHE FAHELICH mo|Z= 2Rl AF 0|29 B2 E EHE|J BAAE
K| ot & 5t= SCPE F7tgfLct

Answer: B

o
|
H1J

QUESTION NO: 6

HEgA X[L[o{7} otOtE ElsA00M ZAREE

ZZNMEJ Hot AEo|M EEE HYS wk& L

DevOps E2|Xt= AWS CodeBuild 2™ E 9| puildspec.yaml ItLS AESID HE Al 2
HMAlsH Eete 238 ot &LICH buildspec.yaml T2 CHE3F ZHo| A E|o] Ql&LCH

AWS 2ot B A& Z517| 2[5 o B3 At E HESH ok &L (Ml 7HXIE

MEHSIMAIR))

A. db_password& AWS Systems Manager I} 2t0|E{ A E 0404 SecureString 2t 2 A& 8t

CtS #74 B0l M db_passwordE A|7{EfLICE

B. 73 ¥4 Z 'db.-deploy-bucket' Amazon S3 HHZI2Z 0|5

LHE L= AP 2= BAIE F7HE

C. CHE CodeBuild AFE A7 A A2 & = QI8 = ol ZAHI0|L{o| M KA TS

M7Hste 2E 5 BYE FIHELICH

D. QIAEAO] %] sec & ssh BHES ALESt= CHAl AWS Systems Manager A& BHES

METIMAIL.

E. CodeBuild ZEME Jgtof L st HEtE F0{8t Ctg &tE H0lMH AWS Rt SHE

AN 7Ag Lt

|

—

|E

EME

02

st Uedl, S

[IJIIII

to, H-E CIR2EEFH O

OII

Answer: AD,E
QUESTION NO: 7
DevOps "XIL—IO% Z1g|o|LA o|O[X|& YESD, 0| ECRO| X% ﬂﬂ, OI I |of XS
AHetT, YAER] a4 o|0x| KA Ao SRl Ciet 2eizig Z& £r24x{0l CIICD
mo|Z2tRlo| “'OE L{Ct.

o{H £FM0| O|E BFELIN?
A. 7HQIECR MEAE THE1, FA| Al O|O|X|E A5, SA| F2lof el YAER

*a A0l M OIDIXIE SRIFLICH

B. 214 = 2 K& 2.0l O[0IXIS A3 918 B2 ECR MEAE 05

*3ret7] QI8 HIZ TN AT AE BHED, FAI Al O|OIXIE AZHEHLICH
ololx

C. S/HECRMEAE HETD, EA4F A #HE F &5t S ML MU MHELAE
BrE1, 7|8 A9idE g dstELict
D. 7HRIECR MZAE BFE1, 7|2 2791 S gdstetn, EA4F Al 73S BHELICH

Answer: D

* ECR pull-through cache caches images from upstream repositories for resilience.

* Private repo with basic scanning ensures vulnerability detection on pushed images.
* Enabling pull-through caching on a private repo combines caching and vulnerability
scanning seamlessly.

* Public repos do not support pull-through caching of upstream images.
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* Replication rules are for multi-Region replication, not upstream caching.
References:

Amazon ECR Pull Through Cache

Amazon ECR Image Scanning

QUESTION NO: 8

3|AbE R 7HE] 2 ofEE[FAH o|ME Sl A FOREFLICH 3|AbE MIE 7Hel MIF
HEE mto| XIEE EAlst= HAIEEE HELICH 3[AtE HA|EEE 3|ALe] 7|1E Amazon
CloudWatch CHA|2 =2 S&fsted D g LICh o £FM0| O|2{8t @ F AE S 7HE
EE2HQ 2P s8doE SFELIM?

A. ME[El ZF E2HE440d| CHSH JSON A E CloudWatch 21 IS 2 LHELHES
HAHAH7{EH o Z 2|7 0|42 ACl|o|E & LICE CloudWatch Logs InsightsE AF&3l04 21
OES #elstn AN E HE XE Ao Z AlZEetLIct ZotE 8= CloudWatch
CHA[E =of 38 LIC.

B. X{2|E Z EZHA Mof i35l JSON ZH&|E Amazon S3 A2 LIELHE S TRt & 72l
OHZ2|#H|0|ME AUO|0|EELICE. Amazon AthenaZ AFE3504 S3 HZ!IE 22IstD AW E
HE XE HAOZ AIZSHELICEH AthenaOlA At LHELHZ| $435H= CloudWatch
CHAIE=of Ax 44

C. AIZ0l AWS X-Ray& Ar&35t= = TALg e o ZE|H 0| S HCIOIERLITE M22 X-
Ray 39 MIIHES MA8fLICh X2 2t E21m Mol Ci#t FM2 FIbgfuch X-Ray
ZX2 AF5H04 CIOIEIE 72|56t T 2% XE HAICZ HNE AlZsE L AE Hlste
CloudWatch CHA|2 =0 4ZAF LIt

D. M2IE Zt EA= Mo il CloudWatch 21 ZE0{ JSON &S LHE L= S MR-l
ofZ2|7i0|M2 UC|o|EE LICH. AWS Lambda & & d4dsto{ ZatE &A1 Amazon
DynamoDBO{| 7|S&fLICt. 21 oo CHEF Lambda 75 EEHE e LICH =
CloudWatch CHA|2 =0i ZTHE Q1Z&7 LC.

Answer: A

Explanation:

The correct answer is A.

Option A is correct because it meets the requirements with the most operational efficiency.
Updating the ecommerce application to emit a JSON object to a CloudWatch log group for
each processed transaction is a simple and cost-effective way to collect the data needed for
the dashboard. Using CloudWatch Logs Insights to query the log group and to visualize the
results in a pie chart format is also a convenient and integrated solution that leverages the
existing CloudWatch dashboards. Attaching the results to the desired CloudWatch dashboard
is straightforward and does not require any additional steps or services.

Option B is incorrect because it introduces unnecessary complexity and cost. Updating the
ecommerce application to emit a JSON object to an Amazon S3 bucket for each processed
transaction is a valid way to store the data, but it requires creating and managing an S3
bucket and its permissions. Using Amazon Athena to query the S3 bucket and to visualize
the results in a pie chart format is also a valid way to analyze the data, but it incurs charges
based on the amount of data scanned by each query. Exporting the results from Athena and
attaching them to the desired CloudWatch dashboard is also an extra step that adds more
overhead and latency.

Option C is incorrect because it uses AWS X-Ray for an inappropriate purpose. Updating the

T I
o
=
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ecommerce application to use AWS X-Ray for instrumentation is a good practice for
monitoring and tracing distributed applications, but it is not designed for aggregating product
transaction details. Creating a new X-Ray subsegment and adding an annotation for each
processed transaction is possible, but it would clutter the X- Ray service map and make it
harder to debug performance issues. Using X-Ray traces to query the data and to visualize
the results in a pie chart format is also possible, but it would require custom code and logic
that are not supported by X-Ray natively. Attaching the results to the desired CloudWatch
dashboard is also not supported by X-Ray directly, and would require additional steps or
services.

Option D is incorrect because it introduces unnecessary complexity and cost. Updating the
ecommerce application to emit a JSON object to a CloudWatch log group for each processed
transaction is a simple and cost-effective way to collect the data needed for the dashboard,
as in option A. However, creating an AWS Lambda function to aggregate and write the
results to Amazon DynamoDB is redundant, as CloudWatch Logs Insights can already
perform aggregation queries on log data. Creating a Lambda subscription filter for the log file
is also redundant, as CloudWatch Logs Insights can already access log data directly.
Attaching the results to the desired CloudWatch dashboard would also require additional
steps or services, as DynamoDB does not support native integration with CloudWatch
dashboards.

References:

CloudWatch Logs Insights

Amazon Athena

AWS X-Ray

AWS Lambda

Amazon DynamoDB

QUESTION NO: 9
8t 3|AL0I A AWS CDKe} CodePipeline, 12|11 CodeBuildE A& 30 OHEZE|H|0|ME
HHEZSFLICH O Z[Ab= HHE Toi| EH¢| HIAEE At EHIAEE SHtet ZRH T HIEE
FIsiedn §hoct.

o{E EFA|0l M Ol ARMELI7H? (F 7HXIE ESHMIR.)
A. E|AEE A8 CH2 HIZ 5 == CodeBuild 2= B YO 0| E 3512 OnFailureE
ABORTZ MM gFL|Ct.
B. HIAEE A&Ft & HHEZ 5T F CodeBuild BHES HI0|E 3+, cdk deploy0il --rollback
trueg F7HgfLCH
C.EHAEE At Eh:. HH 3 5t = 5 CodeBuild B2 4O|0|E 8t 1 --require-approval
any-change £ & F7+EHLC.
D. template.hasResourceProperties 014442 At&35l0f AWS CDK 0{&dM ZER HIAEE
BFSLICH
E. cdk diff§ ALt 2[4 #HZF0| XL
Answer: AD
* Running unit tests in the build phase and aborting on failure (OnFailure=ABORT) prevents
deployment if tests fail.
* AWS CDK assertions module provides programmatic unit tests against synthesized
templates (Option D).

-
--

(u]
[e]]}

1 AolistE E|AEE BFELICH
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* The --rollback flag relates to CloudFormation stack rollback, not test gating.

* The --require-approval flag controls manual approvals, not test outcomes.

* cdk diff checks for changes but is not a unit test and may not catch logical errors.
References:

Testing AWS CDK Applications

CodeBuild Buildspec OnFailure

QUESTION NO: 10
DevOps ¢ X|L|0{7} AWS Fargate2| Amazon Elastic Container Service(Amazon ECS)
ZHAEM *'%”Elt Java 7[gt of E2|70|ME B EI”LICE o] ofEE[AH o|Moll= RIS
=& 0| M [0 UX| et &LICH DevOps 2 X|L|0{= Java Virtual Machine(JVM) AB|IE =7}
of Z2[7i0]4 & 2*” AZ|1E YedF = E2 x|E2tD BEIHELICH o ofE2(70]442 8080
ZEOM 12 EBEIE X251 9404 ZEUM JVM HERIS MBELICt x[2
OfZ 2|7H|0|M AF2TF0| B7HZHELICH DevOps QI X|L|0{= O] O Z2|7|0|Mof| At 5 &2
Mafjof BLICH 28 QHIEE x[4A85tHM Ol2{Et 27 AMEE 5Fste £FM
FAUNR?
A. Amazon CloudWatch 00| E & Z4E/|O[L4 AFO|EFF2 HHZ FFL|C, CIoudWatch
OfO|MET} ZE 94040 M JWM HIERIE HAMSIE ST FHELICH VM ABIE 5= O
CH3t CloudWatch 222 44504 of Z 2|7 0|2 =& LICt Fargateo| ':f74|JH & Q
YHE F71504 CloudWatch 2 2fof et =& 2 FAFLICH
B. Amazon CloudWatch 0i|0|ME & ZIE|0|L] AtO|=7}2 HiZ ELICH CloudWatch
ol 0| E 2| CloudWatch 21 I E0A JVM AB|=E = HE=2]o| CiEt HER] ZEE
TIELICH Fargateof CHaY &2 HME FIHEHLICH HEZ EE oM T HERZ 2E
CH& o= MEASFL|CE
C. Amazon Managed Service for Prometheus Q4 Q42 Mg L|Ct. AWS Distro for
OpenTelemetryE Z1E{|0|L{ AlO|=7} 2 HHE 5104 Z E 940401 A Prometheus % edo=z
JVM HEZE HAIELICH 2 HHFoMH yvM ABIE E2l2 AI235l0{ o Z 2|7 0|ME
HEYSH T 722 FEELICH Fargateoll EHAM & AME FIMFLCH 8 A S48
Prometheus &S =48 L|CH
D. Amazon Managed Service for Prometheus @4 @342 MM3HLICt. AWS Distro for
OpenTelemetryE Z1E{|O|L] AFO|EFI2 HHEZ 510 ZE 94040 M JVM HE RIS HM3F T,
X E 94040{ M Prometheus &¢] &d0f JVM HE2IZ HAIRLICH Fargatet|l M CHat FX
Mg FIHELICH Prometheus HIERIS & & CHY 2 MEHSL|CE
Answer: A

|m
_CE

QUESTION NO: 11

g [AL7L AWS Organizations2| Z&/E At&3610{ 0{2{ AWS HHEE B EIRLICH A

ZEo| RE 7|58 #3E&LICE AWS CloudFormation StackSetsE AHE 510 7| of
Mg HiZ&L|C =8 AWS ConfigE AFE 6104 Amazon S3 HZ!E ZLIE{RIEHLICH

3|AtE S3 HZO| YR EE|= 2 E Z4A| 0ol AWS Key Management Service(AWS KMS)

2t S 3E AtEsHofk gLict o|a4%,_+ QT ANSIS SE 3= 22 M Soiol k2

A. s3-bucket-server-side-encryption-enabled 22 X & 5t= AWS Config M T2

dogfLich Megd HE H-ol BfZ & LICH Amazon Simple Notification Service(Amazon

SNS) FXA|E e o2 #&I8 + 4 LICEH

B. s3:createBucket 2f 40| CHEt 7T BHZ 1} s3:x-amz-server-side-encryptionO| aws:kms7}
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Ot ZHES Z&5t= SCPE M IELICt SCPE =20 REf HAZAF LICH.

C. Z%/0| S3 CO|E{ O|HEE {2 4 /== AWS CloudTrail E3| U2 H43t5tE AWS
CloudFormation AEH MEE A ghL|Ct, ﬁE” NEOMAWS KMS & 538 ME3HK| et
S3 PutObject O|HIE 9} &l %|3H = Amazon EventBridge 7=l A48 LIC} Amazon Simple
Notification Service(Amazon SNS) &A1& CHA 2 F3l8 F&LICH

D. s3:putObject £ 40| CHEt 75 B3} s3:x-amz-server-side-encryptionO| aws:kms7} OF =
TS ZE5hE SCPE ME LIt SCPE =29 RE AT LICH

Answer: D

QUESTION NO: 12

St 3|A7 M2 7|s 7o Z2le AlZt2 B &350 & L|Ct. o] 3|AFE AWS
CodeBuild2t AWS CodeDeployE At&35t0{ OfZ2|AH|0|MS Bl=E5t 1 HiZ & L|Ct EE8F AWS
CodePipeline2 At&35t0{ ZF OtO|Z 2 MH|AE A}Al|l CI/CD THO|Z 2RI 2 HiZ FHL|CH. Of
3= MER 715 EAK|S] B Alzt U2 AT = S35t Ol Aele B Alzho
CHEt 7FAl D& =040F B LICH ofH £&FMO| 713 M2 7 HYo 2 O[2{#t 7tA|EE

ME3g = JAShL?

A. ZH Oto|Z2tQlo| AME gl Almist Ald ME E AL 5104 Amazon CloudWatch AF2 A K| %
X EE MH5t= AWS Lambda &8 T2 a2 UELICH 520HCH Lambda &8 &3
Amazon EventBridge T#&l2 Md&FL|Ct. O

| X|EE AF23510q CloudWatch CHA|EEE
-_r"‘—'|‘§|—||-_—|'
B. Zt mto|Z2}Qlo| MZT 2l Almlst A3l MEE AL 6104 Amazon CloudWatch AFZ AF X[
XEE Ydst= AWS Lambda &+ T2 IE{YELICH 2E 3 L A 4~ = Lambda
gt~& 3 Z£35t= Amazon EventBridge &2 dMELICH O] X|ZE A& 35104 CloudWatch
CHAIEEE FFELCH
C. dZ¢&h Algin Mulst Algiol CHst HE E Amazon DynamoDBO 7|Z 5= AWS Lambda
gE T2IeUELICH 2E 3T A Aulist A& F0f Lambda E#+E E&E5t=
Amazon EventBridge Tt 22 ‘44 LICt. DynamoDB2| HE & E A|5t= Amazon QuickSight

EHA||=’ EE __I.LZTS%I-L||:|.

D. Amazon DynamoDBO0{| & & Aluligt Aeiof CHet HEE 7|535t= AWS Lambda &f =&
ZE2I2{YELICH 520tCt Lambda & =& 2 &5l= Amazon EventBridge T+ 2|2
MgtLCt DynamoDB2| HE & E Al5t= Amazon QuickSight CHA|EEE T+ 5 & L|Ct.
Answer: B

QUESTION NO: 13
3|Ab= AWS Organizations& AFE35101 ZF £ AM0i| CHal Bz o] AWS HHE Mdstn
U&LICt 3= OFS 242 XS 3EHat oF & LIt
* K*7|7<49§ MEZ2 I X2 Linux AMIE YHI0|EStD Z2E O|0|X|E ddgLict.

E o|0|X|2| Chef of|O|MEN| M HA M x| 7ts
* AHE MAME AMIE 2 M Aol A2
Z|AFto| ZE| QLHGIER O|HHEt LT AHE 2 555
A. O|™ ZE 0|0|X|0{| - Amazon EC2 QIAEAE A S
M M HTQ| Chef HIO|MEE MXI5tD M| Z2E O|O|XIE HME CHS AH =B 0|D|7C|':'._F
SRIEE AMI HEtE2 -HELICH B9 A™-o| Z&HE o|O|X|LCt.
B. Amazon EC2 Image Builderg& At&3+0{ 7|2 Linux AMI2 Chef OfO|MEE Mx|t= T4
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RAE FTEE o|O|X| mto|=etRlE e L|Ct AWS Resource Access Managerg

A& 3t0{ EC2 Image Builder O|0|X|& £ A AE S /& LICH

C. AWS Systems Manager Automation Runbook2 Ar&3+04 0| O|O|X|& A& 3504 Linux
AMIE YO|O|EEfLICt Chef 0O|MEE UOIO|EE A3 EIEo0f CHE URLE MBS ELICH.
AWS Organizations& At&3t04 M 82| 0| Z2& O|0|X|E TAELCt.

D. Amazon EC2 Image BuilderE At&3t04 7|2 Linux AMI2} Chef O O|MEE Mx|g o
AR FHE o|0|X| mfo|=Zetelg MM LICH AWS Systems Manager Parameter
Store0l| M OH7HE#H~E HHstod XS = U= M AMI IDE MEELICH R A2 3|H|
Answer: B

Explanation:

Amazon EC2 Image Builder is a service that automates the creation, management, and
deployment of customized, secure, and up-to-date server images that are pre-installed with
software and configuration settings tailored to meet specific IT standards. EC2 Image Builder
simplifies the creation and maintenance of golden images, and makes it easy to generate
images for multiple platforms, such as Amazon EC2 and on- premises. EC2 Image Builder
also integrates with AWS Resource Access Manager, which allows you to share your images
across accounts within your organization or with external AWS accounts. This solution meets
the requirements of automating the tasks of updating the Linux AMIs, installing the Chef
agent, and providing the images to the department's accounts with the least management
overhead. References:

Amazon EC2 Image Builder

Sharing EC2 Image Builder images

QUESTION NO: 14
HIC|2 3¢ &[At= HIC|RE Amazon S30| MEELICH ZAlE SHY AMA 20| LR
Btet JAS TEUX|C ofiH SHH 0| 7HE 17171 U=X] A= 2 Ch. S[Ab=
SJ4 ol CHEF URHQl HA[A THES AJHSHof g LICt o] HE = & Emtof §73
o HMASHE AFE A =2 nO| ZEELICHumb DevOps I X|L|0{= Amazon EC20{ A
AME|lE O 2 AU ¥ AIO|EE Z2|ELICt. 2 AFO|E & Amazon Kinesis Data
StreamsE& At&35t04 #l EO 8 &5t AMel&LICt DevOps M X[L|0{= Amazon
EC20iME A E|= Kinesis 2 H|AF ofZE[AH0|ME EE|ELIC BIZEE X2lst7| o

E Flo| o Z 2|71 0|1t Kinesis HIO|E{ AEZ|0| HIZEE EEFLICt DevOps
AX|LloiE AET ME|E IHMet7| {18 &F M2 FEdaHoF g LCt
B|AbE o{EH Z[AStO| L3O Z O3St QLT MEE2 BFE = A&
A. S3 MH{ HMA 222 EA45IELICH HMA 21E Amazon Aurora C|O|E{H|O|A R
7FXZLICH Aurora SQL #HE|E AFE5H0{ AAM|A THEHE EA4TLIC.
B. S3 At HAM|A ZZE EA3IELICH Amazon AthenaZ AFE3l04 21 IHU0| /e QF
Elo|E2& MAELICI AthenaZ AFE35104 SQL FEIE M4Ad6t0{ HAMA EHS EA4ELICH
C. ZE S3 x| HAMA O|HEO] CHEH AWS Lambda &8 SEELICH AFSAIe 22 ot
HMA HEE MT & Lambda &8 /& LICH. Amazon Aurora Ol O|E{t|O| A 0f CHEt S3
HZ! 2 1+ 7|, Aurora SQL #HE|E AFE 510 BAMA THEAS EAIEL|CH
D. 2 E S3 ZH&|| HAM|A O|HIEO| CHEF Amazon CloudWatch Logs 21 MHA|X|E 7|F & LCt.
MER S3HA & oY 7|of 22 U HMA HEE SQL ofE2[# 0| M Amazon Kinesis
Data Analytics0ll A% CloudWatch Logs 21 AE RIS T ASLICH £2l0|Y 92

EAMe s

1154
A
0
o
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Answer: B

Explanation:

Activating S3 server access logging and using Amazon Athena to create an external table
with the log files is the easiest and most cost-effective way to analyze access patterns. This
option requires minimal setup and allows for quick analysis of the access patterns with SQL
queries. Additionally, Amazon Athena scales automatically to match the query load, so there
is no need for additional infrastructure provisioning or management.

QUESTION NO: 15

8t 3|Abod| Auto Scaling 1 & 2| Amazon EC2 QIAEIAO|M ARME|= O E 2|71 0|4M0|
A&LICt o] oHZ 2|7/ 0|42 Amazon Simple Queue Service(Amazon SQS) CH7 (304 A
CHEF o HIAIXIE AE|ELICH.

DevOps 2 X|L|0{7} o Z2|7i0]M 0| SQS CH7 | o] HIAIX| Z&& MElIst= ol 2 AlZho|
AEICte W YAMELICH HAIRIE ®2|IE W Auto Scaling Z&2| B CPU AFEEO|
CH&f =% &3k HAo| AL S x| ek &LIct sQs TH7|¥E XMeElst= oHEE|7H o2
Amazon CloudWatch Logs0ll 21 & A A|&rL|Ct.

DevOps ¢ X|L|o{= CHZ|Fo| W2 H| ME|xl=X| Zelsof &FLICt.

o £RM0| 2U LHIIEE Z|A36tHM Ol2E 2F AFE SFAZE = JUSNK?
A. AWS Lambda &4 E M8t L|Ct ApproximateNumberOfMessagesVisible SQS CH7 |
%43 Groupln-Servicelnstances Auto Scaling 1 & &2 AF&35t0{ ZF QIARA O TH7|A
HIAIXIE HAISHE AL AL X1 X|EE Lambda &0l AIAISHES F&ELICH Lambda
8 OfAIZ M-St == Amazon EventBridge 22 | & &LICH AHE AL X|H XIEE
Ar&3sto] & L HASHE Auto Scaling I &0 CHEF CHA 2 23 WS M gLIC.

B. AWS Lambda &4 & M8t LICt ApproximateNumberOfMessagesVisible SQS CH7 |
£ A1} Groupln-Servicelnstances Auto Scaling 1 & &£42 AF&3t0{ 24 QIAEHAO| O |H
HAIXIE HAlIGHE AHSAL XIE X|EE Lambda &40l HIAIGHE S F48LICH Lambda
348 Cja o2 ofE 2|30l 220) CHEH CloudWatch 75 HE{E MAIBHLICH ALS A}
X% K| ES AH&5t04 28 U H48HE Auto Scaling TEOH CHEF CHAF 55 23 HMg
Mg

C. XS EHE B0l CHEt O &5 25 MM MaErch Cfy 25 Hol A
ApproximateNumberOfMessagesVisible SQS CH7| £ 41 Groupln-Servicelnstances Xt &
I8 S92 A85tod HER ddbg Sl ZF QAR A o CHSH CH7 |0l /= HIAIK]
=& AHLELICH calculated S8 AL&36to] &E & SAFLICEH

D. SQS L7 9| ApproximateNumberOfMessagesVisible & 42 CloudWatch Logs 21
JE0| 2Z6= AWS Lambda & +& 44 LICt. Amazon EventBridge 212 04 2f5t04
Lambda &<+ & 5&20iCH A™ELICE CloudWatch Logs 2 &2| 21 O|HE & |45t
HEZ ZEE Yoot 48X X|H HERIE ALE5t0 & & H45t= Auto Scaling
0] CHet CHef =8 &t E HAg ddect

Answer: C

Explanation:

The default CPU utilization metric does not reflect the processing backlog in the SQS queue,
so the Auto Scaling group is not scaling properly to handle the workload.

To scale the Auto Scaling group based on queue length, you can create a target tracking
scaling policy that uses a custom metric that combines the SQS queue 's
ApproximateNumberOfMessagesVisible and the number of instances (Groupln-
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Servicelnstances) metric using CloudWatch metric math. This allows the scaling policy to
calculate the average number of messages per instance and scale accordingly.

This approach requires no additional Lambda functions or log processing, thus minimizing
operational overhead.

Option A and B require Lambda functions to publish custom metrics, which increases
operational complexity.

Option D also adds complexity with logging and metric filters.

Reference:

Scaling based on SQS queue length using metric math: " You can create CloudWatch metric
math expressions combining SQS and Auto Scaling group metrics to enable target tracking
scaling policies that respond to queue backlog. " (AWS Auto Scaling with SQS) Target
Tracking Scaling Policies: " Target tracking policies can use metric math expressions as a
source to make scaling decisions. " (AWS Auto Scaling Target Tracking)

QUESTION NO: 16
DevOps A X|L|o{= AWS H"Hof CI/CD O Z2}RlE T35l ok g LICH O] moZ2tel2
AWS Systems Manager It2t0|E{ AE0{0f| HE E 2IZE 8t O|O|E{HIO|A Rt E BHE
Argstiok gfLCt mEtO|e AE0] met0|E s HEo| Y A™Eo J/U&LICH DevOps
Ax|Llo{E sHE metOlE{E MAstn Ccl/CcD AX Dt S&tsfjof g LICt.
CHE RTAMEE SFote BAH 22 FAULULUMN? (M 7HX|E MEIsSIAAIL.)
A. 12 A otetole 250 mZtO|E{E A& stod Cllo|E{H|0|A& Rt BHE 5 AWS
H & o XEHstL|ct.
B. CI/CD ItO|Z2tRlg EARISHE AWS Aol IAM &2 MAELIc siE 1AM 23 gnt
4=l |AM A=Hof m2tO|E{e| & ARNS F7}3HLC}.

. EZ AE uetole AE04 otet0|E{E AtEstoq Ci|O|E{H[0|A AHE SHE Y AWS
AEol| MEE LI
D. AWS KMS #2|d 7|& Al&35tod miEt0[EE &3
S ARIGH=E AWS Aol KMS Z(oi CHEt 553 HEt2 S o LCt.
E. 774 22|38 AWS KMS 7|E A+&35t0q mtetO| 4% %._ﬁri. LICt. Cl/CD mo|Z2telg
SAERISHE AWS H ™ol o2 g2 Fofl st 5 _@2 FogfLCt.
F. & AWS A H0o| AWS Resource Access Manager(A
MAELICt CI/CD Tho|Z2tRlg S ARSHE AH-ED ufa HIIIE1% SRELch
Answer: AEF
Explanation:
HiHt
The requirement is to securely consume cross-account sensitive parameters from AWS
Systems Manager Parameter Store in a CI/CD pipeline. AWS imposes specific constraints
and features for cross-account parameter access, and the correct solution must align with
those constraints.
First, cross-account sharing of Parameter Store parameters is supported only for Advanced
tier parameters.
Standard tier parameters cannot be shared across accounts. Therefore, Option A is required,
and Option C is invalid.
Second, cross-account access to Parameter Store parameters is implemented using AWS

st&tLct. cli/cD Tto|Z 2tele

E
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z
£
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b
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=
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Resource Access Manager (AWS RAM). RAM allows the central account to explicitly share
the parameter resource with the ClI

/CD account. Without RAM, the parameter is not visible or accessible across accounts. This
makes Option F mandatory.

Third, because the parameter stores sensitive credentials, encryption must be handled
securely. When sharing encrypted parameters across accounts, AWS requires the use of a
customer managed AWS KMS key, not an AWS managed key. The key policy must explicitly
grant 'kms:Decrypt’ permission to the consuming account. AWS managed keys cannot be
shared across accounts, which makes Option D invalid and Option E correct.

Although the CI/CD pipeline's IAM role must ultimately have permission to read the
parameter, that permission is implicit in the consuming account once the parameter is shared
and the KMS key policy allows decryption. The critical cross-account enablers are Advanced
tier, RAM sharing, and a customer managed KMS key.

Therefore, the correct combination is A, E, and F.

QUESTION NO: 17

&t S|At7F AWS CodePipeline2| TtO|Z 2912 A& 504 OHZE 2|71 0|42 Hi Z &L}, O

3|At= o EEIF0|M e HHEIE HIAESIY| 2/8i AWS Fault Injection Service(AWS FIS)

A "HEXE BFEUELICE DevOps 2 X|L|0{= O &S mol=ztelol Sgahok g LICt

o{iH £FM0| 0| T ME S SZAIZENR?

A. AWS FIS 22 X & 5t= THo|Z2tQlo| Af BEHAE FAHELICH AWSFIS AR ’HIESS

AT S -_r“éé.%.*L—lEP. ho|Zetelof ARE AlEE = U= HEtS RoiFLCh

B. Amazon EventBridge A7 E2HE HMFLICH AF|ZEE{0l AWS FIS AEE AIEE = UE

HEtg 2odgfct. mto|Z 2210l EventBridge AFEEHE S &5t 20| ZT&E M EHAHE

gLt

C. AWS FIS A& & AlZ5t= AWS Lambda ?:.#E MAEFLICEH Lambda & 4=0i| A% Al=

Het2 FodgLct. Zho|=Z2t2lof Lambda 240| Qe A HHAHIE MdEFL|Ct Lambda
3E&5

2B SESIESE S dYeLich

D. AWS FIS 48 Bl Z2/2 Amazon S3 HZI2Z LIELICH AWS FIS A& E AlXtStE
2= ALFO| Z & E AWS CodeBuild EH?| E|AE T2 MEE MMEHL|CH CodeBuild
Z2HME AEE AlETE = = HEtE F0{fLICt CodeBuild ¢ HIAE Z2MEE
Adst= &go| =& E mrol=Z=etelo| A EtAIE FHFLICH

Answer: C

QUESTION NO: 18
IT &2 3|Ate| CHE AtEFE0| ofE 2|70l 2 =T oHY —".OE HiZstD B2 = UALS
AWS CloudFormation H{E3/2 A EJ&LICt Ol IZEXH2 ALS
A2 38104 Amazon EC2 QIAEHAE MAI5lod o Z2|7o|MES M “
&2 5ot X ¢ I o|X|E MB35t= ol AF& 3= Amazon S3 HHZ!S M EhLCt,
CloudFormation AEHO| AX|E|H 2 E 2|AAE AN 7HatoF & LICH 2Lt Bl
CloudFormationO| AEf &K Sofl 2FE E0 51T A0 o5 MAE S3 HZ! 0| AFA| K|
81-22 ﬂI-xI-oI-L_||:|.

BlAAT 2F QIO ANEE S Bl 7tE 228l WAlo2 QR E A5 E{H
o1EH7+| SHOF B L|7t?
A. S3 %! E|2 201 DelelionPolicy &°d& F7HELICH Delete 2f2 2 =40] A XE f HZ!O]
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ZHME MHEIZSF FLCH

B. S3 HHZ! & IAM H& & x| 35t= DependsOn £40| Q= AWS Lambda &+ 2Z AIE X}
NP EIN\E Z7}gtLICH RequestTypeO| Delete [ HZIOIM 2 E ZH&|E ALKt =

Lambda <& =AELICH

C. M7<1IEI7<I oI2 2lAAE AlHELICH S3 HZIE =82 E H|R ChS ATAMELICH

D. EC2 & S3 H{Z! 2|AAE EF AWS OpsWorks Stacks 2|AA 2 WA B LICH AEHo] CHE

AR XIE BlIA|IZ|E Hol5t0{ EC2 QIAEA 2183 HZIZ st m A LICEH

Answer: B

Explanation:

https://aws.amazon.com/premiumsupport/knowledge-center/cloudformation-s3-custom-

resources/

QUESTION NO: 19

8t 3|A7F Amazon EC2 = E &1 & 74 Amazon Elastic Kubernetes Service(Amazon EKS)
EHAHE FFMELICE 0| 2|At2| DevOps &2 Kubernetes Horizontal Pod Autoscaler&
Ar83tD e, %12 X|#E|l= EKS E8{AE Autoscalerg M=% |§EQL—|EP

DevOps B2 85 7|&ME HdH5t7| ?/sH EKS EE{AE | X|E2t 2 &ste
£FMHE T3S oF BLICH DevOps B2 EH X|Zof CHEH Z7| ?:!74|ZI§ *E"’“ sk, EB{AH
Argof et YAIZLE Yolo|EgLIC &7| YAHIZtS =16t HLE EKS 22 AFH
Autoscaler?t MCHZ 2 S3HX| b= 75'—?— DevOps &2 Amazon Simple Notification
Service(Amazon SNS) O|H|& & &lS ook & LCt.

E£FM2 EAE, L E U Pod HEZIE +=&5HoF &Lt B3 Amazon CloudWatch 2
2 Z4x{sHok gLct.

O|Et @F AE S £Z3517| 23 DevOps B2 o EtA| &S 7&{of BHL7H? (374X
MEd)

A. CloudWatch 0f|0|HE 2} Fluent BitE 22{AE{0f HHZJLICH EKS E2{AE 0
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Answer: ACF

Explanation:

Deploy CloudWatch Agent + Fluent Bit (supported by Amazon EKS integration) to forward
metrics and logs.
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Create CloudWatch Alarms for CPU/memory/node metrics and metric log filters for
Autoscaler logs, triggering SNS notifications when anomalies occur. This pattern matches
AWS guidance on "Monitoring EKS clusters with CloudWatch Container Insights and alarms.

QUESTION NO: 20
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Answer:BCF

Explanation:

To aggregate logs from multiple accounts in an organization, the DevOps engineer needs to
create a cross- account subscription1 that allows the monitoring account to receive log events
from the sharing accounts.

To enable cross-account subscription, the DevOps engineer needs to create an IAM role in
each sharing account that grants permission to CloudWatch Logs to link the log groups to the
destination in the monitoring account2. This can be done using a CloudFormation template
and StackSets3 to deploy the role to all accounts in the organization.

The DevOps engineer also needs to create an IAM role in the monitoring account that allows
CloudWatch Logs to create a sink for receiving log events from other accounts4. The role
must have a trust policy that specifies the organization ID as a condition.

Finally, the DevOps engineer needs to attach the CloudWatchLogsReadOnlyAccess policy5
to an IAM role in the monitoring account that can be used to search the logs from the cross-
account subscription.

1: Cross-account log data sharing with subscriptions 2: Create an IAM role for CloudWatch
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Logs in each sharing account 3: AWS CloudFormation StackSets 4: Create an IAM role for
CloudWatch Logs in your monitoring account 5: CloudWatchLogsReadOnlyAccess policy

QUESTION NO: 21
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Answer: A

Explanation:

AWS X-Ray provides distributed tracing for microservice-based applications. Deploying the
X-Ray daemon as a DaemonSet in the EKS cluster and instrumenting the application with the
X-Ray SDK enables end-to-end tracing across microservices, helping identify performance
bottlenecks. This method is documented in "Using AWS X-Ray with Amazon EKS" (AWS
Observability Guide).

QUESTION NO: 22
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E. HAE A™O| 2 X|M OlE|HEE YEEE OfE|HE MMO| = buildspec.yml I+ U2
gk=LCt.

F.E|AE A&o| 2=2EH £ it 2 (2= F ot MMOo| = appspec.yml I
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Answer: ACE
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QUESTION NO: 23
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D. 2 E "ECR Pull Through Cache Action" O|HIE 0| M EE|7HElE= MZ2 Amazon
EventBridge #2!2 BHELICH AWS KMSE #F2&| CHA S 2 MM ELCH.

Answer: B

Explanation:

For pull through cache repositories, Amazon ECR now supports repository creation
templates that can be applied to a registry prefix, such as /external . These templates define
default settings, including encryption configuration with a specific KMS key , tag immutability,
scan on push, and more. When new cache repositories are auto-created under that prefix,
they inherit the template settings automatically.

In this scenario, existing external cache repositories are noncompliant because they use
SSE-S3. The company can delete those repositories (removing the noncompliant caches)
and configure an ECR repository creation template for the /external prefix that specifies the
required customer managed KMS key. As new images are pulled, ECR recreates the cache
repositories under that prefix with KMS encryption using the specified key , guaranteeing
compliance going forward.

Option A (AWS Config) would only detect noncompliance after creation and cannot enforce
encryption at creation time. Option C (SCP) cannot directly control repository encryption
properties. Option D misuses EventBridge; KMS cannot be a "target" that retroactively
encrypts repositories.

Therefore, using an ECR repository creation template with the desired KMS key is the
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correct, automatic, and secure solution.

QUESTION NO: 24
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Answer: D

Explanation:

Verify No SCP Blocking Access:

Ensure that no Service Control Policy (SCP) is blocking access for developers to the S3
bucket. SCPs are applied at the organization or organizational unit (OU) level in AWS
Organizations and can restrict what actions users and roles in the affected accounts can
perform.

Verify No IAM Policy Permissions Boundaries Blocking Access:

IAM permissions boundaries can limit the maximum permissions that a user or role can have.
Verify that these boundaries are not restricting access to the S3 bucket.

Make Necessary Changes to SCP and IAM Policy Permissions Boundaries:

Adjust the SCPs and IAM permissions boundaries if they are found to be the cause of the
access issue. Make sure these changes are reflected in the code maintained in the AWS
CodeCommit repository.

Invoke Deployment Through CloudFormation:

Commit the updated policies to the CodeCommit repository.

Use AWS CloudFormation to deploy the changes across the relevant accounts and
resources to ensure that the updated permissions are applied consistently.

By ensuring no SCPs or IAM policy permissions boundaries are blocking access and making
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necessary changes if they are, the DevOps engineer can resolve the access issue for
developers trying to access the S3 bucket.

References:

AWS SCPs

IAM Permissions Boundaries

Deploying CloudFormation Templates

QUESTION NO: 25
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Answer: B

Explanation:

To meet the requirements, the company needs to create a solution that alerts the Senior
Manager when the creation of resources approaches the service limits for the account with
the least amount of development effort. The company can use AWS Trusted Advisor, which
is a service that provides best practice recommendations for cost optimization, performance,
security, and service limits. The company can deploy an AWS Lambda function that
refreshes Trusted Advisor checks, and configure an Amazon CloudWatch Events rule to run
the Lambda function periodically. This will ensure that Trusted Advisor checks are up to date
and reflect the current state of the account. The company can then create another
CloudWatch Events rule with an event pattern matching Trusted Advisor events and a target
Lambda function. The event pattern can filter for events related to service limit checks and
their status. The target Lambda function can notify the Senior Manager via a third-party API
call if the event indicates that the account is approaching or exceeding a service limit.
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Answer: B

Explanation:

https://aws.amazon.com/about-aws/whats-new/2020/02/aws-cloudformation-stacksets-
introduces-automatic- deployments-across-accounts-and-regions-through-aws-organizations/

QUESTION NO: 27
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Answer: A

Explanation:

When using the awslogs log driver with ECS on EC2, the ECS agent running on the
container instance uses the instance's IAM role (container instance role or task execution
role, depending on configuration) to write logs to CloudWatch Logs. The policy already grants
logs:CreateLogGroup , logs:CreateLogStream , and logs:
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PutLogEvents , which are the required CloudWatch Logs actions. However, for the role to be
usable by ECS, the role's trust policy must allow the appropriate service principal to assume
it.

In this question, the error message indicates "missing permission" during ECS task
deployment. If the IAM role is not trusted by the ECS service (for example, ecs-
tasks.amazonaws.com for a task execution role or the proper principal for container
instances), ECS cannot assume that role and therefore cannot use the granted CloudWatch
permissions, causing deployment failures.

Option A addresses this by adding a trust relationship so that Amazon ECS can assume the
IAM role. Options B and C mutate the permissions but do not fix the underlying problem: the
missing trust. Option D incorrectly attempts to trust CloudWatch, which does not assume
roles in this context.

Thus, adding a trust policy that establishes ECS as a trusted service is the correct fix.

QUESTION NO: 28
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Answer: B

Explanation:

In CodePipeline's execution mode,

* PARALLEL mode for pull_request pipelines ensures that multiple feature branches can be

tested simultaneously for quick feedback.

* QUEUED mode for main_branch ensures deployments run sequentially - each must finish

before the next begins, preventing overlap. This configuration aligns with AWS CodePipeline

best practices for trunk-based development and concurrent test pipelines.

QUESTION NO: 29

MA AL 7|12 AF25HE E|AH=E Amazon Linux 2 & Mol A Amazon EC2 QIAEA
£33 *'°”oP__'L QIELICH 8tx} 7RI HE B35 @3 Algo| Ysto 2 F|AE EC2
QIAEIAOIM AME|lE 28 FA L ofZZ|FH oMo mix|of CHEE X|SXQI ™ &8
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I:IxI-OHol: oI-|__||_-_|.

712 & ALEX X|E 2|ZX|EEIE Ar86t01 23 M| & o EE(7| 0| M mix|of Hf A=
O H RtS&te = UELII?

A. AWS Systems Managerg At&35t0{ AL AL X|H 2| EX|EEIE X
AAEELICH run BYEE AFE 5101 AWS-RunPatchBaseline # M E ’é
M X|ELC.

B. AWS Direct ConnectE AI&35104 3|Al 2|ZX|E2|E S&3t T Amazon CloudWatch 04/9f
O|HIEE At83to] IHX|E HHE Bt CHS CloudWatch CHAIEEE M &5t0{ EDME
ddetLct

C. yum-config-managerZ A8 3104 /etc/yum.repos.d OFZHOI AFE A} X|H E|ZX|EEIE

Z 715t yum-config-manager-enable2 4504 2|2 X|EE2|E &3 &fLICt

D. AWS Systems ManagerE At&3t01 E|At 2| ZX[EE|E Z& 5t M HX| 7|82
AErLICH run BYEE AL 5104 AWS-AmazonLinuxDefaultPatchBaseline &AM E &185t04
mx|E &elstn Mx|ghLct

Answer: A

Explanation:
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-how-it-
works-alt-source- repository.html

QUESTION NO: 30
&t 3|AL7F S3E AFE3lo4 O|OIXKIE MES
X|&stE o E x| &l =7 (DR) 30 Ct.
CtS EHA & o™ EHA7L @F AZE SFELM? (M 7EHKIE MEistAAIR.)
A. Zt X =l CHaH S3 | A AlZ M0{(RTC)E & dstetLCt.
B. S3 L3 X[ MM A ZRIE(HE|E/THAE)E HdefLicH
C. ol x| &0 SubmitMultiRegionAccessPointRoutesE &£ & LICI.
D. S3 T™& 7t&52 st &Lt
E. 53t B2 ARC 2} & HM0{E AFSELICH
F. ol = x| &oi EEf= S ™EH5l2{™ Route 53 ARCE AFE35HAAIL.
Answer: ABC
* 83 RTC ensures #15-min replication SLA.
* Multi-Region Access Point (MRAP) simplifies active-passive replication access.
* SubmitMultiRegionAccessPointRoutes APl manages routing changes during failover. This
configuration follows AWS DR best practices for S3 active/passive architectures.

II

Qlom, ursr =X U 1582 ool K|od Azt
o st
=T = |

0

L M, &
| 28

QUESTION NO: 31
AWS Organizations@| 3|AF Z 2ol B OU7t U&LICH 3|AHE OU H[ZH0i| A Amazon
EC2 QIAEIAE AMSHBtLICH SIAHE ZHEC2 QIAEIAO| XI74 B H A2 X4 5HO|
S E EH EC2 QIARHAZ XN|Etaiof & LICH DevOps M X|L|0{= EC2 O|AE|_'|A0‘|| CHEt
Hot2 TASsHok BrLICH

o{iH £FMO| 0|E-|°F QLT MEE EFANENR?
A.VPCCIDR E&& Xl""‘P— SCPE& BhELICt SCPE +45t04 aws:VpcSourcelp =74
719| Zkol XI'HE 250 JU=X| =IFLICH SYUFH SCP =elofM
aws:EC2InstanceSourcePrivatelPv4 2! aws:SourceVpc =71 712| 20| S U8t x| &QlgtL|C}.
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all
Iu}

21 3 sttt HAo|H HMAE HEELICH SCPE Ouol| MEEL
. aws:EC2InstanceSourceVPC & aws:SourceVpc 271 7|2 Zto| Z2X| &l
BHELICH 2ol ZX| o™ HANAE HEELICH ST SCP & 2lod A
aws:EC2InstanceSourcePrivatelPv4 & awsVpcSourcelp 271 7|9| Zfo| Z2X| &lgfL|Ct.
20| ZX| ptot HMAE HFEELICH SCPE Ouol| ME = LCH.

C. 518 7Istt VPC 2t S5 &5t aws2| 10| CHSQIX| & lst= SCPE BHELICE
SourceVpc 71 7|7t SFof| Ql&LICt S SCP &lolM 518 7Hs8H IP T4 2t 5
Ho|st 1 aws:VpcSourcelp =71 7| 2L0| S50i YU=X| &Lt & =4 & stLtot
747%10|H HAMAE HEELICEH ZE| 9| ZF HZHol SCPE A& &fLCh

D. aws:EC2InstanceSourceVPC %! aws:VpcSourcelp Z74 7|2| Zt0| Z 2| &Qlét= SCPE
BFSLICH 2tol ZX| o™ HMAE HFEELICH S SCP & loM
aws:EC2InstanceSourcePrivatolPv4 ! aws:SourceVpc X714 72| Zt0| Zr2 K| &QlgrL|C}.
20| ZX| pfotd HMAE HEFLICEH =2 o] ZF H'Hol SCPE XMEgfLCt.

Answer: B

Explanation:

Step 1: Using Service Control Policies (SCPs) for EC2 SecurityTo limit the use of EC2
instance credentials to the specific EC2 instance they are assigned to, you can create a
Service Control Policy (SCP) that verifies specific conditions, such as whether the EC2
instance ' s source VPC and private IP match expected values.

Action: Create an SCP that checks whether the values of the aws:EC2InstanceSourceVPC
and aws:

SourceVpc condition keys are the same. Deny access if they are not.

Why: This ensures that credentials cannot be used outside the designated EC2 instance or
VPC.

Step 2: Further Validation with Private IPsThe SCP should also verify that the EC2 instance '
s private IP matches the IP range specified for the VPC. If the instance ' s private IP does not
match, access should be denied.

Action: In the same SCP, check whether the values of the aws:EC2InstanceSourcePrivatelP
and aws:

VpcSourcelP condition keys are the same. Deny access if they are not.

Why: This ensures that the credentials are only used within the specific EC2 instance and its
associated VPC.

Reference: AWS documentation on Service Control Policies (SCPs).

This corresponds to Option B: Create an SCP that checks whether the values of the aws:
EC2InstanceSourceVPC and aws:SourceVpc condition keys are the same. Deny access if
the values are not the same. In the same SCP check, check whether the values of the
aws:EC2InstanceSourcePrivatelP and aws:

VpcSourcelP condition keys are the same. Deny access if the values are not the same. Apply
the SCP to the OU.
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QUESTION NO: 32

&t S|A7FAWSOIM & o EE|7Ho|ME &5t laLCt o ofEE|7H 0|2 AWS
CodeConnectionsE At23104 Git A& A0i M2 &L|Ct 3|AH= AWS CodePipelinedf|
to|=ZzZtelg MAstod HIQ EEk|ol ZEE FAIE [ ofEZIA0|ME XIS E HES D
AHO|A - &oi| B ELICt mo|ZetRlof| Xt S3stE EAET S§Elof UX| efot H el

=
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g x| Haet S EX7t Y Mst=E A7 U&LICH
0| Z|At= Git MEA0M ZE WHEto| whAls [ XAISO 2 E|AEE A™SI T, EHIAET}
C

=
Alnfer < 27} AHO|E B E0 EH X A= 5 st24n gFLICH E|IAEE Z|CY
2027 K| A>E = U&LICt. Of 4%_* QLT MEEZ EFcts £FMH2 FAUUNK?
A. I} O| Z 2} 2l0i AWS CodeBuild & F7I&LICH Git K& 401 buildspec.yml I+ LS
z;s7|-3|-o:| E-”AE AloH |:|=Ia=1° x-lo|o|-|_||_-_|. |557|. an|.|:|=| HH;‘t IIoI-_._E

o=z ztelg FgghLct

B. Zt I = HE Al AWS Lambda =
T2 I HHAlO 2 HAEE AJStD
T g,

C. Ell&AE 2-739| Docker O|0|X|E AIES
o Zztelof SEHErLICt Hi x| 22 A
AWS Lambda & & uto|Zz}lof| FI+3

_ -1

D. Zt F = 28t A| Amazon S3 I:|-|7'0|_—T*_EZ —%Alor g Git MEAE 7/ dgLIct s3
O|HIE 222 AIE35l0{ HIAEE Al&tSt1 HIAETL *'uH°* A2 32 HE 2 EE&Lct
Answer: A

Explanation:

AWS CodePipeline supports multiple stages including source, build, test, and deploy. The
most efficient way to integrate automated testing is by adding an AWS CodeBuild action to
the pipeline that runs the tests using a buildspec.yml file. CodeBuild can be configured to fail
the pipeline automatically if tests fail, ensuring that deployments do not proceed to the
staging environment. This pattern is directly supported and documented in AWS
CodePipeline + CodeBuild CI/CD architecture guidance.

QUESTION NO: 33

8t Z|A7F AHES 1Al Mg AE S D QELICH DevOps YR|L|047}F E A EH HAM = L7t
{5 BtOi5tCHE O|R 2 EREI{&LICH o] % 8 —’F—':'E 59t Environment: NonProducion
Ei2 7t XI'SE Amazon EC2 RIAE AN SX| BHEEZ Li2l= AWS Lambda & =0l M

AL ELIC FHAH HAMe otsat 2 &Lt

AX|L|oE =|AFHo| M Hof HAMS EdstT| 2I5H o #HZE Al
7FK|E MEISIMIR.)

mlo

o

£ =MsioF &te? (Ml

mmMOoOO®>
mo
e
'e)

Answer: ABD

Explanation:

The engineer should make the following changes to achieve a policy of least permission:

A: Add a condition to ensure that the principal making the request is an AWS Lambda
function. This ensures that only Lambda functions can execute this policy.

B: Narrow down the resources by specifying the ARN of EC2 instances instead of allowing all
resources. This ensures that the policy only affects EC2 instances.
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D: Add a condition to ensure that this policy only applies to EC2 instances tagged with
"Environment:

NonProduction". This ensures that production environments are not affected by this policy.
AWS ldentity and Access Management (IAM) - AWS Documentation

Certified DevOps Engineer - Professional (DOP-C02) Study Guide (page 179)

QUESTION NO: 34

3|Ab= AWS CloudFormation AEHE A& 504 O Z 2|71 0| Moi| M| 0| EE HHAEZ & L|CY.
ABR2 ME COHE 2|44 2 FEELICH 2[AA0 = AWS Auto Scaling 1&, Amazon EC2
RIAERIA Application Load Balancer(ALB) & =& ABS A|Z5t 0 ®X| 22l5t= o et
7|Et BlAA T ZEHELICE CloudFormation A8 40| E Q|F 9| of Z2[F| 0| 2|A A
CHet HE2 HE X ef&LCh.

Ol 3|At= %[22 AWS CLIE A&36t0o{ o E2|7H0|MH ABH AH|O|EE A= &LICH AEY
AClo|Eof Huistn CtE 2F HAIX|7} HHEEIR& I Ch AB2
UPDATE_ROLLBACK_FAILED & EHE RX|ELICt * O]l EXE sHldste £€FM2
FoddLnt?

A. ALBO] CHaH & E MEY oiZ & Yolo|E & LICH aws cloudformation update-stack-set
AWS CLI HE S algigfLct.

B. AEHS AHH|0|Est= O] 2R HEt2 XMZ25104 1AM 2382 AUO|O|EELICE aws
cloudformation continue-update-rollback AWS CLI & A&srL|C}.

C. Aol EC2 QIARA £=0f CHEt EF T 57 LEE MEELICH aws cloudformation
cancel-update-stack AWS CLI &S Alstist|Ct.

D. Auto Scaling & E2|A&AE A LICEH aws cloudformation rollback-stack AWS CLI
BHS e LI

Answer: B

Explanation:

https://repost.aws/knowledge-center/cloudformation-update-rollback-failed If your stack is
stuck in the UPDATE_ROLLBACK_FAILED state after a failed update, then the only actions
that you can perform on the stack are the ContinueUpdateRollback or DeleteStack
operations.

QUESTION NO: 35

3|Ak2| DevOps EI2 AWS Organizations2| ZElof] /= U4l AWS H™HE EFEIE.*L—IEL
3|AlollE 2 & Amazon EC2 QIAEA T} DevOps ElO| ZE|5HE £21E AMIE AFS3SIT

H¥ote £FM0| HREfLICH 3 R M2 S2IE[X| 22 AMIS| AHE S =5l of °*L—|EF

i A #E|RH= £1E AMI AL O CHEF MIEHS A 7{E &= glo{of &Lt

Ol2{st LT MEE EFste £FM2 FUYULIM?

A. AWS CloudFormation StackSetsE At&5t0{ Amazon EventBridge #&!2 ZF Ao

HHZ & LICt Amazon EC201 CiEF AWS CloudTrail O[HIE0fl BF2 811 Amazon Simple

Notification Service(Amazon SNS) FAllof &2 EUHE T =2 FHELICH DevOps &9

SNS &M 5

B. AWS CloudFormation StackSets& A+-& 504 Approved-amis-by-id AWS Config 2%

TES ZF A™o| BHEZ & LICH £21E AMI S8 2 AME5to] 7El8 L HELICH H|ES EC2

RUAEIA0f CHEH AWS-StopEC2Instance AWS A|AE] 22X} RH&S 3 RunbookE M™SIES

TEE FgELct
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C. Amazon EC201 CH&t AWS CloudTrail O|HEE *{2|5t= AWS Lambda &8
MLt Amazon Simple Notification Service(Amazon SNS) FA|of] & 2l % HIES
Lambda &8 T ELICH DevOps B2 SNS FANE #+55HML. =E9| ZF HHo|
Lambda &= HiZ 2t 7| H0jl Amazon EventBridge Tt = ’é'i’é;' Amazon EC201 CHEF AWS
CloudTrail O|HIE 0| Bt85t1 Lambda & =& &S5 EventBridge &2 7 LICH
D. 2% TIA| oA AWS Config &3t £QIE AMI S =1t &7H &2l -amis-by-id AWS
Config 22| F28 AEsHe ME 4 Big AAstLich =& ®Aof &gy B uiz Lot
H|ZE = EC2 QIAEIA0f CHE AWS-StopEC2Instance AWS A|AE! £H2|Xt Xt S 3t Runbook S
AT S FEIS FAELICH

Answer: D

Explanation:

Enable AWS Config Across the Organization:

AWS Config provides a detailed view of the configuration of AWS resources in your AWS
account. It can be used to assess, audit, and evaluate the configurations of your resources.
Enabling AWS Config across the organization ensures that all accounts are monitored for
compliance.

Create a Conformance Pack Using the approved-amis-by-id AWS Config Managed Rule:

A conformance pack is a collection of AWS Config rules and remediation actions that can be
easily deployed across an organization.

The approved-amis-by-id managed rule checks whether running instances are using
approved AMls.

Deploy the Conformance Pack Across the Organization:

Deploying the conformance pack across the organization ensures that all accounts adhere to
the policy of using only approved AMIs.

The conformance pack can be deployed via the AWS Management Console, CLI, or SDKs.
Configure the Rule to Run the AWS-StopEC2Instance AWS Systems Manager Automation
Runbook for Non- Compliant EC2 Instances:

The AWS-StopEC2Instance runbook can be configured to automatically stop any EC2
instances that are found to be non-compliant (i.e., not using approved AMIs).

This remediation action ensures that any unauthorized instances are promptly stopped,
enforcing the policy without manual intervention.

By following these steps, the solution ensures that all EC2 instances across the organization
use approved AMIs, and any non-compliant instances are remediated automatically.
References:

AWS Config Conformance Packs

AWS Config Managed Rules

AWS Systems Manager Automation Runbooks
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