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NO.1 Which of the following best describes the CIS Controls?
A. Technical controls designed to provide protection from the most damaging attacks based on
current threat data
B. Technical, administrative, and policy controls based on current regulations and security best
practices
C. Technical controls designed to augment the NIST 800 series
D. Technical, administrative, and policy controls based on research provided by the SANS Institute
Answer: A

NO.2 An organization has failed a test for compliance with a policy of continual detection and
removal of malicious software on its network. Which of the following errors is the root cause?
A. The intrusion prevention system failed to update to the newest signature list
B. A host ran malicious software that exploited a vulnerability for which there was no patch
C. A newly discovered vulnerability was not detected by the intrusion detection system
D. The security console alerted when a host anti-virus ran whitelisted software
Answer: A

NO.3 Executive management approved the storage of sensitive data on smartphones and tablets as
long as they were encrypted. Later a vulnerability was announced at an information security
conference that allowed attackers to bypass the device's authentication process, making the data
accessible. The smartphone manufacturer said it would take six months for the vulnerability to be
fixed and distributed through the cellular carriers. Four months after the vulnerability was
announced, an employee lost his tablet and the sensitive information became public.
What was the failure that led to the information being lost?
A. Vulnerability scans were not done to identify the devices that we at risk
B. Management had not insured against the possibility of the information being lost
C. The employees failed to maintain their devices at the most current software version
D. There was no risk acceptance review after the risk changed
Answer: D

NO.4 Which of the following archiving methods would maximize log integrity?
A. CD-RW
B. USB flash drive
C. Magnetic Tape
D. DVD-R
Answer: D

NO.5 Which of the following statements is appropriate in an incident response report?
A. The attacker may have been able to access the systems due to missing KB2965111
B. The backup process may have failed at 2345 due to lack of available bandwidth
C. There had been a storm on September 27th that may have caused a power surge
D. The registry entry was modified on September 29th at 22:37
Answer: D
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NO.6 During a security audit which test should result in a source packet failing to reach its intended
destination?
A. A packet originating from the company's internal network is sent to the company's DNS server
B. A packet originating from the company's DMZ is sent to a host on the company's internal network
C. A new connection request from the internet is sent to the company's DNS server
D. A new connection request from the Internet is sent to a host on the company 's internal net work
Answer: D

NO.7 John is implementing a commercial backup solution for his organization. Which of the
following steps should be on the configuration checklist?
A. Enable encryption if it 's not enabled by default
B. Develop a unique encryption scheme
C. Disable software-level encryption to increase speed of transfer
Answer: A
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