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NO.1 Vulnerability Advisor uses which service to monitor vulnerabilities in IBM Cloud?
A. Portieris

B. Container Registry

C. Code Risk Analyzer

D. Security and Compliance Center

Answer: D

NO.2 Which tools can be used for incident management in a DevSecOps pipeline?
(Choose two)

A. ServiceNow

B. Splunk

C. Ansible

D. Jenkins

Answer: AB

NO.3 How does a rolling deployment model support continuous integration?
A. By updating all servers or instances simultaneously

B. By sequentially updating instances to minimize downtime

C. By keeping old and new environments running in parallel indefinitely

D. By avoiding any testing during updates

Answer: B

NO.4 An advantage of adopting a CI/CD pipeline in a mainframe environment is
A. Enabling modern approaches like DevOps and Agile for mainframe applications
B. Enhancing security for mainframe applications

C. Reducing the need for collaboration among teams

D. Increasing the entry barrier for new developers

Answer: A

NO.5 What would an administrator use to create a secret associated with a non-1BM Cloud
resource?

A. Service ID

B. App ID

C. User ID

D. Functional ID
Answer: D

NO.6 What is IBM Cloud Schematics?

A. A tool to create cloud architectural diagrams and blueprints

B. A tool to automate the deployment and management of cloud infrastructure environments
C. Atool to define and enforce policies for infrastructure configuration and security

D. A tool to reverse-engineer infrastructure environments into Terraform templates

Answer: B
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NO.7 Which of the following are advantages of rolling deployments?
(Choose two)

A. It updates systems sequentially to avoid downtime

B. It requires significant manual intervention

C. It allows for faster rollback in case of failure

D. It releases updates to all systems at once

Answer: A,C

NO.8 What testing strategy is crucial for effective DevSecOps implementation?
A. Only perform testing at the end of the development cycle

B. Automated security testing integrated within the CI/CD pipeline

C. Ad-hoc testing whenever resources are available

D. Skipping testing to increase deployment speed

Answer: B

NO.9 What is the primary role of the Security and Compliance Center (SCC) in a DevSecOps
environment?

A. To manually review security policies

B. To automate security assessments and evidence collection

C. To perform continuous deployment without any compliance checks

D. To act as a manual logging tool for developers

Answer: B

NO.10 What is the role of the Vulnerability Advisor in a DevSecOps toolchain?
A. To execute all security patches manually

B. To provide real-time vulnerability assessments in containers

C. To automate code rollbacks

D. To manually monitor network traffic

Answer: B

NO.11 What is the primary purpose of using delivery pipelines in DevSecOps?

A. To minimize the communication between development and operations teams

B. To ensure that software is developed in secrecy

C. To automate the software delivery process, ensuring that changes are reliable and secure
D. To increase the manual intervention required in software deployment

Answer: C

NO.12 What is the primary function of logging in a DevSecOps environment?
A. To generate reports on system uptime

B. To provide a detailed audit trail of system events and security incidents

C. To replace incident management tools

D. To manually monitor system performance
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Answer: B

NO.13 What is the primary purpose of a delivery pipeline in DevSecOps?
A. To automate the deployment process

B. To provide manual testing interfaces

C. To monitor real-time user activities

D. To manage team communications

Answer: A

NO.14 IBM Continuous Delivery service pipeline templates support what application deployment
models?

A. Blue-Green, Basic, Shadow, and Canary

B. Blue-Green, Recreate, Rolling, and A/B

C. Canary, Basic, Blue-Green, and Rolling

D. Canary, Shadow, Basic, Blue-Green, and Rolling

Answer: C

NO.15 Which of the following is a feature of the IBM Continuous Delivery Toolchain?
A. Automated code reviews

B. Built-in Vulnerability Advisor

C. Real-time collaboration tools

D. All of the above

Answer: D

NO.16 How does the Security and Compliance Center (SCC) integrate with DevSecOps practices?
A. By limiting access to security tools and reports

B. By providing automated compliance checks and security insights

C. By excluding operational data from security assessments

D. By increasing the complexity of compliance audits

Answer: B

NQO.17 Which tools would you recommend for a continuous integration toolchain aiming at high
scalability and flexibility?

A. GitLab Cl

B. Bamboo

C. Microsoft Excel

D. Apache Maven

Answer: AB

NO.18 An admin needs to provision an IBM Cloud Monitoring service to collect the monitoring data
and configure alerts for an IBM solution deployed in the UK region and in the US region. What would
serve this purpose?

A. It doesn't matter where it's provisioned as it's enabled to connect to the IBM Cloud applications
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and collects the data regularly.

B. Provision two IBM Cloud Monitoring services: one for the US and another for the UK based on the
deployed zones.

C. Provision one IBM Cloud Monitoring service in the UK that enables the data collection on other
zones based on the cloud configurations.

D. Provision one IBM Cloud Monitoring service in the US that enables the data collection on other
zones based on the cloud configurations.

Answer: B
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